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Honel and Security: Progress Made; More Direction and Partnership
Sought (12- MAR-02, GAO 02-490T).

Protecting the United States and its citizens fromterrorism

i nvol ves both the governnent and nongovernnent sectors. Enhanci ng
honmel and security is nore conplex because it involves all 50
states, the District of Colunbia, and the territories; thousands
of municipalities; and countless private entities. Since
Septenber 11, the nation has taken many actions to conbat

terrori smand enhance honel and security. It is well known that
servi cenenbers are conducting operations in Afghanistan in
Operation Enduring Freedom A variety of |egislative and
executive branch actions to enhance honel and security have been
taken or were underway prior to and since Septenber 11.

Gover nnent and nongovernnent activities are looking to the Ofice
of Honel and Security for further direction on howto better
integrate their mssions and nore effectively contribute to the
over archi ng honel and security effort. Having a common definition
can hel p avoid duplication of effort and gaps in coverage by

i dentifying agency roles and responsibilities. Al though the
agenci es are | ooking for guidance, they also want to ensure that
their unique mssions are factored in as guidance is devel oped.

At the sanme tinme, without a national strategy, sone agencies were
not sure what they should be doing beyond their traditional

m ssions. Once the national strategy is issued, federal, state,
and | ocal governnent agencies and private sector organi zations
wll need to work together to effectively inplenent the goals and
obj ectives. Public-private partnerships were used to address Y2K
concerns and simlarly can be used to pronote the national
strategy.
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HOVELAND SECURI TY
Progress Made; More Direction and Partnershi p Sought

Statenment of Henry L. Hinton, Jr.
Managi ng Director, Defense Capabilities and Managenent

GAO- 02-490T
M. Chairman and Menbers of the Subcommittee:

| appreciate the opportunity to discuss with you today our country's
progress in conbating terrorismto enhance honel and security. Protecting the
United States and its citizens fromterrorismis a national effort involving
bot h t he government and nongovernnment sectors. Such broad-based efforts are
i nherently difficult to | ead and manage. Mdre than 40 federal entities al one
are involved in conmbating terrorism Enhancing honel and security becones
even nore conplex because it involves all 50 states, the District of
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Col unbia, and the territories; thousands of nunicipalities; and countl ess
private entities, many of which own the infrastructure that can be attacked.
These organi zati ons have nultiple, specialized mssions, distinct

organi zational cultures, and mllions of enployees. Sone have both

i nternational and donestic conponents and operations. Trying to effectively
involve themin a single, coordinated effort nakes a nonunental undertaking.

Si nce Septenber 11, our nation has taken many actions to conbat terrorism
and enhance honel and security. Today, it is well known that our

servi cenenbers are conducting operations in Afghanistan in Operation
Enduri ng Freedom This operation covers offensive actions in the Afghanistan
t heater and the North Arabian Sea, and includes ground, air, and naval
forces, and foll owon operations for certain support activities. Less
wel | - known perhaps is the Departnent of Defense's other primary ongoing
operation, Noble Eagle, which concerns the direct defense of the U S.
homel and. This operation protects civilian population centers, critical
infrastructure, and special events such as the recently conpleted Wnter
Aynmpics held in Salt Lake City. To hel p provide operational forces, the
departnent has alerted for activation just over 97,000 reserve conponent
servi cenenbers and conpleted the call-up of nore than 78,000 Reserve and
Nat i onal Guard augnent ees.

As requested, ny testinony will cover three areas. First, | will discuss
progress in enhanci ng honel and security through |egislative and executive
action prior to and after Septenber 11. Second, | wll present the
prelimnary results of the work we are doing for you and sonme of your House
col l eagues on integrating the efforts of all |evels of governnent and the
private sector into overall honeland security efforts. Finally, | wll

di scuss an approach that could be helpful in integrating governnental and
private sector organizations into the Ofice of Honeland Security's planned
nati onal strategy.

Summary

My testinony is generally based on the | arge body of relevant work that we
have conpl eted or have ongoing. 1

A variety of legislative and executive branch actions to enhance honel and
security have been taken or were underway prior to and since Septenber

11. After the attacks, the president issued executive order 13228 to
establish the Ofice of Honel and Security. The office plans to issue a
national strategy in July 2002. In the interim federal agencies are

i npl ementing many honel and security initiatives, including planning to
produce new vacci nes agai nst anthrax and expandi ng the existing small pox
vacci ne stockpile; providing additional planning and training for state and
| ocal disaster response; and enhancing avi ati on, seaport, and border
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security. Legislative actions include appropriation of about $19.5 billion
for fiscal year 2002 and about $9.8 billion contained in a $40 billion
ener gency suppl enental budget shortly after the Septenber 11 terrorist
attack. For fiscal year 2003, the president has requested about $37.7
billion for honel and security.

Qur ongoi ng work indicates that governnent and nongovernnent activities are
| ooking to the Ofice of Honeland Security for further direction on howto
better integrate their m ssions and nore effectively contribute to the

over archi ng honel and security effort. For exanple, at key federal agencies
we did not find a broadly accepted definition of honmel and security. Having a
comon definition can help avoid duplication of effort and gaps in coverage
by identifying agency roles and responsibilities. Al though the agencies are
| ooki ng for guidance, they also want to ensure that their organizations'

uni qgue mssions are sufficiently factored in as that guidance is devel oped.
At the sane tine, wthout a national strategy, sone agencies were not sure
what el se they should be doing beyond their traditional mssions. Oficials
in state and | ocal governnents want funding relief and better access to
threat information fromthe federal governnment. Finally, private sector
entities expressed a wllingness to contribute to honel and security, but

t hey are concerned about the potential for excessive federal regulation. I|f
it is conprehensive, the national strategy should address many of these

I ssues.

Once the national strategy is issued, the federal, state, and | oca
gover nnent agencies and private sector organizations will need to work

1 See the appendix for a list of selected reports and testinonies.
| mprovenents to Honel and Security Are in Process

together to effectively inplenment the goals and objectives. Public-private
partnershi ps were used to address Y2K concerns and can simlarly be used to
pronote inplenentation of the national strategy by public and private sector
or gani zati ons.

Legi sl ati ve and executive branch action has led to a variety of

gover nnent w de and agency-specific initiatives, started and ongoing, to
enhance honel and security. Establishnment of an Ofice of Honel and Security
and the office's planned national security strategy represent inportant
governnmentwi de initiatives to address honel and security concerns. The

pl anned producti on of new vaccines or expansion of existing vaccines,
addi ti onal intergovernnental -planni ng and consequence- managenent efforts,
and enhancenents to avi ation, seaport, and border security suggest progress
i n enhanci ng honel and security. Moreover, Congress appropriated about $19.5

billion in fiscal year 2002 and about another $9.8 billion contained in a
$40 billion emergency suppl enental budget after Septenber 11 to hel p address
homel and security concerns. The president has requested about $37.7 billion
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for fiscal year 2003 for homel and security.
Governnentwi de Initiatives

I n Cctober 2001, the president established a single focal point to
coordinate efforts to secure the United States fromterrorist attacks-the
Ofice of Honmeland Security. This is consistent with a recommendati on that
we had previously made. The office is charged with broad responsibilities

i ncluding, but not limted to (1) working with federal agencies, state and

| ocal governnments, and private entities to develop a national strategy and
to coordinate inplenentation of the strategy; (2) overseeing prevention,

cri si s-managenent, and consequence- nanagenent activities; (3) coordinating
threat and intelligence information; (4) review ng governnentw de budgets
for homel and security as well as providing advice to agencies and the Ofice
of Managenent and Budget on appropriate |evels of funding; and (5)
coordinating critical infrastructure protection. The office plans to issue
its national strategy in July 2002. The strategy is to be "national"” in
scope not only by including states, localities, and private-sector entities,
as well as federal agencies; but also by setting clear objectives for

honel and security with perfornmance neasures to gauge progress. Also, the
plan is to be supported by a crosscutting federal budget plan.

In previous work on conbating terrorism2 we had al so recommended that the
Federal Bureau of Investigation work with appropriate agencies to devel op a
national -1 evel threat assessnment on terrorist use of weapons of mass
destruction. The bureau concurred in July 1999 but never issued the
assessnent and has now suspended the effort. W continue to believe that the
t hreat assessnent is needed.

Producti on of New Vacci nes

Progress has been nade and efforts are continuing to enhance U S. capability
to respond to biological terrorism Research is underway to enable the rapid
identification of biological agents in a variety of settings; devel op new or
i nproved vaccines, antibiotics, and antivirals to i nprove treatnent and
vacci nation for infectious diseases caused by biol ogi cal agents; and devel op
and test emergency response equi pment such as respiratory and ot her personal
protective equi pnent. Another initiative includes the production of 155
mllion doses of small pox vaccine to bring the total nunber of doses in the
nation's stockpile to 286 mllion by the end of 2002, which is enough to
protect every U S. citizen. In addition, the National Institutes of Health
plans to award a contract to accel erate devel opnment of new vacci nes agai nst
ant hr ax.

The nunmber of "push packages” in the National Pharmaceutical Stockpile3 wll
increase from8 to 12. Each push package has quantities of several different
antidotes and antibiotics that can treat and protect persons exposed to
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di fferent biol ogical and chem cal agents. The push packages are planned to
have enough pharnmaceuticals to treat 12 mllion persons for inhalation
anthrax as conpared to the 2 mllion that could be treated before the
project started. Finally, M. Chairman, the concerns you raised prior to
Septenber 11, 2001, about accountability over nedical supplies, including
itenms fromthe National Pharmaceutical Stockpile, put responsible agencies
on alert, and they have subsequently inproved their

2 Conbating Terrorism Need for Conprehensive Threat and Ri sk Assessnents of
Chenmi cal and Biol ogi cal Attacks (GAQ NSI AD-99-163, Sept. 14, 1999).

3 The Centers for Disease Control's National Pharnmaceutical Stockpile
Programis to ensure the availability and rapid depl oynent of
pharmaceuticals, antidotes, other nedical supplies, and equi pnent to counter
the effects of biological pathogens and chem cal agents.

internal controls for these itens so they are current, accounted for, and
ready to use. 4

| nt ergover nnent al Pl anni ng and Consequence Managenent

As you know M. Chairman, federal, state, and | ocal governnents share a
responsibility to prepare for a terrorist incident. The first responders to
a terrorist incident usually belong to |ocal governnents and | ocal energency
response organi zati ons, which include |local police and fire departnents,
emer gency nedi cal personnel, and public health agencies. H storically, the
federal governnment has primarily provided | eadership, training, and funding
assi st ance.

The president's First Responder Initiative was announced in his State of the
Uni on address of January 29, 2002. The initiative will be led by the Federal
Emer gency Managenent Agency, and its proposed fiscal year 2003 budget
includes $3.5 billion to provide the first responder conmunity with funds to
conduct inportant planning and exercises, purchase equi pnent, and train
their personnel. At the request of the Subcomm ttee on Governnent

Efficiency, Financial Mnagenent, and I|Intergovernnental Relations, House
Comm ttee on Governnment Reform we have begun to exam ne the preparedness

i ssues confronting state and | ocal governnents and will report back to the
subcomm ttee | ater this year

Avi ati on and Seaport Security

Progress has been nmde in addressing aviation security concerns, but
significant challenges will need to be confronted later this year to neet
establ i shed goals and tine franes. The Congress passed the Aviation and
Transportation Security Act in Novenber 2001, which created the
Transportation Security Adm nistration with broad new responsibilities for
avi ation security. The adm nistration faces the daunting chall enge of
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creating this new organi zational structure, which nmust inplenment nore than
two dozen specific actions by the end of 2002. Al actions due to date have
been conpl eted, but form dable tasks remain. For exanple, the adm nistration
is required to have sufficient explosive detection systens in place to
screen all checked baggage at nore than 400 airports nati onwi de by Decenber
31, 2002. As of January 2002, fewer than 170 of these machi nes had been
installed. The adm nistration estinmtes that about

4 Conbating Terrorism Accountability Over Medical Supplies Needs Further
| mprovenent (GAO 01-463, Mar. 30, 2001) and Conbating Terrorism Chem cal
and Bi ol ogi cal Medical Supplies Are Poorly Managed (GAQ HEHS/ Al MD- 00- 36,
Cct. 29, 1999).

2,000 additional machines wll need to be produced and installed by the end
of the year. Concerns have been raised that the vendors will not be able to
produce sufficient nunmber of machines to neet the deadline. The

adm ni stration continues to work to identify ways to fill the gap between

the requirenent and the production capability, including considering the use
of noncertified equipnment as an interimneasure. Al so, the adm nistration
needs to hire about 40,000 enpl oyees, including nore than 30,000 screeners,
federal air marshals, and other officials. Achieving this goal presents a
bi g chal | enge because a significant nunber of the current screening
wor kf orce may not qualify for screening positions. Airport screeners mnust
now be U.S. citizens and be able to speak and read English. For exanple,
currently up to 80 percent of the personnel in these positions at Dulles

I nternational Airport in Washington, D.C, do not qualify for enploynent.

While not currently as high-profile as airport security, the vulnerability
of major commercial seaports to crimnal and terrorist activity has caused
concern for many years, and the terrorist attacks on Septenber 11, 2001,

el evated those concerns again. Even prior to the attacks, this subcommttee
expressed concerns about seaport security and the potential consequences of
a terrorist attack on the successful deploynent of our mlitary forces.
Because of these concerns, you asked us to exam ne the effectiveness of
Departnment of Defense force protection neasures at critical seaports |ocated
within the United States and at overseas |ocations, and we w Il issue our
report to you later this year. As part of our work, sonme of which | can

hi ghl i ght today, we have observed efforts by the Coast Guard to inprove
seaport security since the attacks.

In order to establish a clear indication of how Coast Guard units and

per sonnel should respond to various threat |evels at seaports, the Coast
Guard is developing three new maritinme security |levels. The first |evel,
“"new normal ," will enconpass a greater |evel of security effort in the
ports, including increased enphasis on security patrols, inproved awareness
of all activity in and around seaports, and better informtion about inbound
vessel s and their cargo. The other two security levels will contain
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i ncreasi ngly hei ghtened security nmeasures to be taken if threat conditions
escal ate. The Coast Guard has also initiated the "sea marshal" program
wher eby arned Coast CGuard teans are placed aboard sel ect commercial vessels
navi gating the waters of sone of our major ports. Athird Coast Cuard
initiative underway is the devel opnent of a vulnerability assessnent

net hodol ogy that the Coast Guard plans to use at nore than 50 major U. S.
seaports to identify vulnerabilities of critical infrastructure at each
port.

Congress is considering |legislation to enhance seaport security. The port
and maritime security |egislation, which passed the Senate in Decenber,
contains a nunber of provisions ainmed at further inproving the state of
seaport security. Among these provisions are establishing | ocal port
security commttees, conprised of a broad range of federal, state, and | ocal
governnents as well as commercial representatives; requiring vulnerability
assessnents at major U S. seaports; devel opi ng conprehensive security plans
for all waterfront facilities; inproving collection and coordi nation of
intelligence; inproving training for maritinme security professionals; making
federal grants for security infrastructure inprovenents; and preparing a
national maritinme transportation security plan. Mreover, for fiscal year
2002, Congress appropriated $93.3 million to the Transportation Security
Admi nistration for port security assessnent and i nprovenents.

Border Security
Ports of Entry

The I'mm gration and Naturalization Service (INS) has a nunber of efforts
underway designed to increase border security to prevent terrorists or other
undesirable aliens fromentering the United States. The service proposes to
spend nearly $3 billion on border enforcenent in fiscal year 2003, about 75
percent of its total enforcenment budget of $4.1 billion. | will describe
sone of the service's efforts to increase security at the nation's ports of
entry and between the ports, as well as to coordinate efforts with Canadi an
authorities to deter illegal entry into Canada or the United States.

Currently, the United States does not have a system for identifying who has
overstayed their visa, nor a sufficient ability to identify and | ocate
visitors who may pose a security threat. Consequently, INS is devel oping an
entry and exit systemto create records for aliens arriving in the United
States and match themw th those aliens' departure records. The Inmgration
and Naturalization Service Data Managenent | nprovenent Act of 2000 requires
the attorney general to inplenment such a systemat all airports and seaports
by the end of 2003, at the 50 | and border ports with the greatest nunbers of
arriving and departing aliens by the end of 2004, and at all ports by the
end of 2005. The USA Patriot Act, passed in Cctober 2001, instructs the
attorney general and the secretary of state to focus on two new el enents in
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designing an entry and exit systemthe devel opnent of tanper-resistant
docunents readable at ports of entry, and the utilization of bionetric
t echnol ogy. Legi sl ation now before Congress would go further by making the
use of bionetrics a requirenment in the proposed entry and exit system

Bet ween the Ports of Entry
Coordi nati on w th Canada

| npl enenti ng such a systemw thin the mandat ed deadl i nes represents a maj or
chall enge for the INS. According to INS officials, inportant policy
decisions significantly affecting devel opnent, cost, schedule, and operation
of an entry and exit system have yet to be nade. For exanple, it has not
been deci ded whether arrival and departure data for Canadian citizens wl|
be recorded in the new system Currently, Canadian citizens are not required
to present docunents to enter the United States. The particular bionetric
identifier to be used, such as a fingerprint or facial recognition, has not
been determ ned. Nor has a decision been nmade on whether a traveler's

bi onetric woul d be checked only upon entry, or at departure, too.

The INS proposed fiscal year 2003 budget states that INS seeks to spend
$380 mllion on the proposed systemin fiscal year 2003. To increase the
detection and apprehension of inadm ssible aliens, including terrorists, at
the nation's ports of entry, the service seeks to add nearly 1, 200

i nspectors in fiscal year 2003 to operate nore inspection |anes at |and
ports and air ports of entry, and exam ne information on arriving passengers
in order to identify high-risk travel ers.

To deter illegal entry between the ports of entry and nake our borders nore
secure, the INS seeks to add an additional 570 Border Patrol agents in
fiscal year 2003. In response to the Septenber 11 attack, of the 570 Border
Patrol positions, INS now seeks to add 285 agents to the northern border,

t hereby accelerating a staffing buildup at the northern border. The
remaining half will be deployed to the southwest border. This represents a
departure from previous decisions to deploy nost new agent positions to the
sout hwest border. Along the northern border, the service plans on

mai ntai ni ng an air surveillance program capabl e of responding 24 hours a day
7 days a week. Plus it plans to conplete the installation of 67 autonated
surveil l ance systens and begin construction of 44 new systens. |In addition,
the INS has signed a nmenorandum of agreenment with the Departnent of Defense
al | owi ng about 700 National Guard troops and equi pnent, such as helicopters,
to assist in border enforcenment duties for up to 6 nonths. The agreenent

all ows the use of the troops for such activities as assisting in

surveill ance, transporting Border Patrol agents, as well as managing traffic
at ports of entry.

I n Decenber 2001, the United States and Canada signed a Smart Border
Declaration calling for increased coordination to create a border that
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facilitates the free fl ow of people and comrerce whil e maintaining honel and
security. The declaration calls for such actions as (1) inplenenting
col l aborative systens to identify security risks while

expediting the flow of lowrisk travelers, (2) identifying persons who pose
a security threat before they arrive at North American airports or seaports
t hrough col | aborati ve approaches such as review ng crew and passenger

mani fests, and (3) establishing a secure systemto allow |l owrisk frequent
travel ers between the two countries to cross the border nore efficiently.
The INS and other U. S. and Canadi an agencies are in the initial stages of
wor ki ng on devel oping plans and initiatives to inplenent the declaration's
obj ecti ves.

Fundi ng for Homel and Security

Congress has al so acted and provided significant honel and security funds.
Accordi ng to docunents supporting the president's fiscal year 2003 budget

request, about $19.5 billion in federal funding for honel and security was
enacted in fiscal year 2002. Congress added about $9.8 billion nore in an
enmer gency suppl enental appropriation of $40 billion follow ng the Septenber

11 attacks. The funds were to be used for a variety of honel and security
needs including supporting first responders, defendi ng agai nst bi ol ogi cal
terrorism securing U S. borders, enhancing aviation security, and
supporting Departnent of Defense support to honel and security, anong other
t hi ngs. The president has now requested about $37.7 billion for honel and
security in his fiscal year 2003 budget request.

Public and Private Sectors Seek Both Direction Fromand Partnership Wth the
O fice of Honel and Security

Qur ongoi ng work indicates that federal agencies, state and | ocal
governnents, and the private sector are | ooking for guidance fromthe Ofice
of Homel and Security on how to better integrate their mssions and nore
effectively contribute to the overarching honel and security effort. In
interviews with officials at nore than a dozen federal agencies, we found
that a broadly accepted definition of honeland security did not exist. Sone
of these officials believed that it was essential that the concept and
related terns be defined, particularly because honel and security initiatives
are crosscutting, and a clear definition pronotes a comon under st andi ng of
operational plans and requirenents, and can hel p avoid duplication of effort
and gaps in coverage. Common definitions pronote nore effective agency and

i ntergovernnental operations and permt nore accurate nonitoring of honel and
security expenditures at all levels of governnent. The O fice of Honel and
Security may establish such a definition. The Ofice of Managenent and
Budget believes a single definition of honeland security can be used to
enforce budget discipline. Although sonme agencies are looking to the Ofice
of Honel and Security for guidance on how their agencies should be integrated
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into the overall security effort and to explain what el se they should be
doi ng beyond their traditional mssions, they also want their viewpoints
i ncorporated as this

gui dance evol ves. For exanple, an official at the Centers for D sease
Control and Prevention saw the O fice of Honel and Security as both providing
| eadership and getting "everyone to the table" to facilitate a common

under standi ng of roles and responsibilities.

State officials told us that they al so seek additional clarity on how they
can best participate in the planned national strategy for honel and security.
The planned national strategy should identify additional roles for state and
| ocal governnments, but the National Governor's Association nmade clear to us
t hat governnents oppose nandated participation and prefer broad guidelines
or benchmar ks.

State officials were al so concerned about the cost of assum ng additional
responsibilities, and they plan to rely on the federal governnent for
fundi ng assi stance. The National Governors Association estinmates fiscal year
2002 state budget shortfalls of between $40 billion and $50 billion, naking
it increasingly difficult for the states to take on expensive, new honel and
security initiatives without federal assistance. As we address the state
fiscal issues through grants and other tools, we nust (1) consider targeting
the funds to states and localities with the greatest need, (2) discourage
the replacenent of state and local funds with federal funds, and (3) strike
a bal ance between accountability and flexibility.

State and | ocal governnments believe that to function as partners in honel and
security they need better access to threat information. Oficials at the
Nati onal Energency Managenent Associ ation, which represents state and | ocal
ener gency managenent personnel, stated that such personnel experienced

probl ens receiving critical intelligence information and that this hanpered
their ability to help pre-enpt terrorists before they strike. According to
these officials, certain state or |ocal energency managenent personnel,

enmer gency managenent directors, and certain fire and police chiefs hold
security clearances granted by the Federal Energency Managenent Agency;
however, other federal agencies, such as the Federal Bureau of

| nvestigation, do not recognize these cl earances. Myreover, the National
Governor's Association said that intelligence sharing is a problem between
the federal governnent and the states. The association expl ai ned that nost
governors do not have a security clearance and, therefore, do not receive
classified threat information, potentially inpacting their ability to
effectively use the National Guard and hanpering their energency

prepar edness capability. On the other hand, we were told that |ocal Federal
Bureau of Investigation offices in nost states have a good relationship with
t he energency managenent
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community and at tines shared sensitive information under certain
ci rcunst ances.

The private sector is also concerned about costs, but in the context of new
regul ations to pronote security. In our discussions with officials from
associ ations representing the banking, electrical energy, and transportation
sectors, they expressed the conviction that their nmenber conpanies desire to
fully participate as partners in honeland security prograns. These

associ ations represent major conpanies that own infrastructure critical to
the functioning of our nation's econony. For exanple, the North Anerican
Electric Reliability Council is the primary point of contact with the
federal governnment on issues relating to the security of the nation's

el ectrical infrastructure. It has partnered with the Federal Bureau of

| nvestigation and the Departnent of Energy to establish threat |evels that
they in turn share with utility conpanies wthin their organi zation. Such
partnerships are essential, but the private sector may be reluctant to
enbrace them because of concern over new and excessive regul ation, although
their assets m ght be better protected. According to National I|ndustrial
Transportation League officials, for exanple, transport conpani es express a
wi | lingness to adopt prudent security neasures such as increased security
checks in | oading areas and security checks for carrier drivers. However,
the | eague is concerned that the cost of additional |ayers of security could
cripple their ability to conduct business and felt that a Iine has to be
drawn between security and the openness needed to conduct business.

If it is to be conprehensive, a national strategy shoul d address many of
t hese i ssues.

Once the honel and security strategy is devel oped, participating public and
private sector organizations will need to understand and prepare for their
defined roles under the strategy. In that connection, Y2K-style partnerships
can be hel pful. Wiile the federal governnent can assign roles to federal
agenci es under the strategy, it will need to reach consensus with the other

| evel s of governnent and with the private sector on their roles.

As you know M. Chairman, the world was concerned about the potential for
conputer failures at the start of the year 2000, known as Y2K. The
recognition of the interconnectedness of critical information systens led to
the conclusion that a coordinated effort was needed to address the problem
Consequently, Congress, the adm nistration, federal agencies, state and

| ocal governnents, and private sector organi zations coll aborated

Y2K Styl e Partnerships Can Be Useful in Pronoting Public-Private
Participation for Honmel and Security

to address Y2K i ssues and prevent the potential disruption that coul d have
resulted fromw despread conputer failure. Simlarly, the honeland security
strategy is intended to include federal, state, and |ocal governnent

http://frwebgate.access.gpo.gov/cgi-bin/useftp.cgi?...filename=d02490t.txt&directory=/diskb/wais/data/gao (12 of 17) [6/4/2002 10:44:58 AM]



http://frwebgate.access.gpo.gov/cgi-bin/useftp.cgi 7 Paddress=162.140.64.21& filename=d02490t.txt& directory=/diskb/wai data/gao

agenci es and private sector entities working coll aboratively, as they did in
addressi ng Y2K i ssues.

The Y2K task force approach may offer a nodel for devel oping the
public-private partnershi ps necessary under a conprehensi ve honel and
security strategy. A nmassive nobilization with federal governnent | eadership
was undertaken in connection with Y2K, which included partnerships with
state, local, and international governnents and the private sector and
effective communication to address critical issues. Governnent actions went
beyond the boundaries of individual prograns or agencies and involved

gover nnent wi de oversight, interagency cooperation, and cooperation anong
federal, state, and | ocal governnments as well as with private sector
entities and even foreign countries. These broad efforts can be grouped into
the followng five categories:

* Congressional oversight of agencies to hold them accountable for
denonstrating progress to hei ghten public awareness of the problem

* Central |eadership and coordination to ensure that federal systens were
ready for the date change, to coordinate efforts primarily with the states,
and to pronote private-sector and forei gn-governnent action.

* Partnerships within the intergovernnmental systemand with the private
entities, divided into key econoni c sectors to address such issues as
conti ngency pl anni ng.

* Conmuni cations to share information on the status of systens, products,
and services, and to share recommended sol uti ons.

* Human capital and budget initiatives to help ensure that the governnent
could recruit and retain the technical expertise needed to convert systens
and conmunicate with the other partners and to fund conversi on operations.

As we reported in Septenber 2000,5 the value of federal | eadership,
oversight, and partnershi ps was repeatedly cited as a key to success in
addressing Y2K i ssues at a Lessons Learned summt that was broadly attended
by representatives frompublic and private sector entities. Developing a
honel and security plan may require a simlar |evel of

5 Year 2000 Conputing Chall enge: Lessons Can Be Applied to O her Managenent
Chal | enges ( GAQ Al MD- 00- 290, Sept. 12, 2000).

| eadershi p, oversight, and partnerships with state and | ocal governnents,
and the private sector. In addition, as in the case of Y2K efforts,

Congressi onal oversight will be very inportant in connection with the design
and i nplenentation of the honel and security strategy.

M. Chairman, this concludes ny prepared statenent. | would be happy to
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answer any questions you or nenbers of the subconmttee nay have. Pl ease
contact nme at (202) 512-4300 for nore information. Raynond J. Decker, Brian.
J. Lepore, Stephen L. Caldwell, Lorelei St. Janes, Patricia Sari-Spear, Kim
Seay, WIlliamJ. Rigazio, Matthew W Ul | engren, Deborah Col ant oni o, and
Susan Wodward nmade key contributions to this statenent.
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