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Combating Terrorism Intergovernnental Partnership in a Nationa
Strategy to Enhance State and Local Preparedness (22- MAR-02,
GAO 02- 547T) .

Federal , state, and | ocal governnents share responsibility for
terrorist attacks. However, the initial responsibility falls upon
| ocal governnents and their organizations--such as police, fire
departnents, energency nedical personnel, and public health
agenci es--which are the first responders to an occurrence. The
federal governnment historically has provided | eadership,
training, and funding assistance. In the aftermath of the
Sept enber 11th attacks, for instance, one-quarter of the $40
billion Energency Response Fund was dedi cated to honel and
security, including funds to enhance state and | ocal governnent
prepar edness. Because the national security threat is diffuse and
the challenge is highly intergovernnental, national policynakers
must fornul ate strategies with a firm understandi ng of the
I nterests, capacity, and challenges facing those governnents. The
devel opnent of a national strategy will inprove nationa
pr epar edness and enhance partnershi ps between federal, state, and
| ocal governments. The creation of the Ofice of Homel and
Security is an inmportant and potentially significant first step.
The O fice of Honeland Security's strategic plan should include:
a definition and clarification of the appropriate roles and
responsibilities of federal, state, and local entities; the
establ i shment of goals and performance neasures to guide the
nation's preparedness efforts; and a careful choice of the nost
appropriate tools of governnment to best inplenment the nationa
strategy and achi eve national goals.
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GAO- 02-547T
M. Chai rman and Menbers of the Subcomm ttee:

| appreciate the opportunity to be here in Tenpe to discuss issues critica
to successful federal |eadership of, assistance to, and partnerships wth
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state and | ocal governnments in the area of preparedness for terrorist
events. As you know, M. Chairman, federal, state, and | ocal governments
have a shared responsibility in preparing for catastrophic terrorist
attacks. But the initial responsibility falls upon |ocal governnents and
their organizations-such as police, fire departnents, energency nedi ca
personnel, and public health agencies-which will alnost invariably be the
first responders to such an occurrence. For its part, the federal governnent
historically has principally provided | eadership, training, and funding
assistance. In the aftermath of the Septenber 11th attacks, for instance,
about one-quarter of the $40 billion Energency Response Fund was dedi cated
to honel and security, including funds to enhance state and | ocal governnent
pr epar edness.

Because the national security threat is diffuse and the challenge is highly
i ntergovernnental , national policynmakers nust fornulate strategies with a
firmunderstanding of the interests, capacity, and chall enges facing those
governnments in addressing these issues. My comments today are based on a
body of GAO s work on terrorism and energency preparedness and policy
options for the design of federal assistance,1 as well as on our review of
many ot her studies.2 In addition, we draw on ongoing work for this

subcomm ttee; pursuant to your request we have begun a review to exanine the
prepar edness issues confronting state and | ocal governnents in a series of
case studies over the next several nonths. W will exam ne the state and

| ocal perspective on these issues and thereby help the Congress and the
executive branch to better design and target prograns and strategies.

In ny testinony, | reiterate GAO s call, expressed in nunmerous reports and
testi noni es over the past years, for devel opnent of a national strategy that
wi Il inprove national preparedness and enhance partnershi ps between federal,

state and | ocal governnents to guard against terrorist attacks. The
1 See attached listing of related GAO products.

2 These studies include the Advisory Panel to Assess Donestic Response
Capabilities for Terrorismlnvol ving Weapons of Mass Destruction, Third
Annual Report (Arlington, VA RAND, Dec. 15, 2001) and the United States
Conmi ssi on on National Security/21st Century, Road Map for Security:

| nperative for Change, February 15, 2001

creation of the Ofice of Honeland Security under the |eadership of Tom
Ridge is an inportant and potentially significant first step. W recogni ze
that the President, in his proposed 2003 budget, has announced that the

O fice of Honeland Security will propose such a plan later this year. As it
comes together, we believe that key aspects of this strategy should include:

* A definition and clarification of the appropriate roles and
responsibilities of federal, state, and |local entities. Qur previous work
has found fragnmentati on and overl ap anong federal assistance prograns. Over
40 federal entities have roles in conbating terrorism and past federa
efforts have resulted in a lack of accountability, a |lack of a cohesive
effort, and duplication of progranms. As state and |ocal officials have
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noted, this situation has led to confusion, making it difficult to identify
avai | abl e federal preparedness resources and effectively partner with the
federal governnent.

* The establishnment of goals and performance neasures to guide the nation's
prepar edness efforts. The Congress has | ong recogni zed the need to

obj ectively assess the results of federal programs. For the nation's

prepar edness progranms, however, outcones of where the nation should be in
ternms of donestic preparedness have yet to be defined. Gven the recent and
proposed i ncreases in preparedness funding as well as the need for real and
meani ngful i nprovenents in preparedness, establishing clear goals and
perfornmance neasures is critical to ensuring both a successful and a
fiscally responsible effort.

* A careful choice of the nost appropriate tools of governnent to best

i npl enent the national strategy and achi eve national goals. The choice and
design of policy tools, such as grants, regulations, and partnerships, can
enhance the governnent's capacity to (1) target areas of highest risk to
better ensure that scarce federal resources address the nost pressing needs,
(2) pronote shared responsibilities by all parties, and (3) track and assess
progress toward achi eving national goals.

Since the attacks of Septenber 11th, we have seen the nation unite and
better coordinate preparedness efforts anong federal, state, and | ocal
agencies, as well as anong private businesses, comunity groups, and

i ndi vidual citizens. Qur challenge nowis to build upon this initia
response to further inprove our preparedness in a sustainable way that
creates both short-and | ong-term benefits. W appl aud the subconmittee's
interest in addressing this issue now and urge that it continue its efforts
to oversee the efficiency and effectiveness of these key intergovernnental
rel ati onships to define and best achieve the necessary |evel of national

pr epar edness.

Backgr ound

Because of such enmergencies as natural disasters, hazardous material spills,
and riots, all levels of governnent have had sone experience in preparing
for different types of disasters and energencies. Preparing for al

potential hazards is commonly referred to as the "all-hazards" approach
Wiile terrorismis a conponent within an all-hazards approach, terrori st
attacks potentially inpose a new |l evel of fiscal, economc, and soci al

di sl ocation within this nation's boundaries. Gven the specialized resources
that are necessary to address a chem cal or biological attack, the range of
governnmental services that could be affected, and the vital role played by
private entities in preparing for and mtigating risks, state and | ocal
resources alone will likely be insufficient to neet the terrorist threat.

Some of these specific challenges can be seen in the area of bioterrorism
For exanple, a biological agent rel eased covertly m ght not be recognized

for a week or nore because synptons may only appear several days after the
initial exposure and may be m sdiagnosed at first. In addition, sone
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bi ol ogi cal agents, such as small pox, are communi cabl e and can spread to
others who were not initially exposed. These characteristics require
responses that are unique to bioterrorism including health surveillance,
epi demi ol ogi ¢ investigation, |aboratory identification of biological agents,
and distribution of antibiotics or vaccines to | arge segnents of the

popul ation to prevent the spread of an infectious di sease. The resources
necessary to undertake these responses are generally beyond state and | oca
capabilities and would require assistance fromand cl ose coordination with

t he federal governnent.

Nat i onal preparedness is a conplex mssion that involves a broad range of
functions perforned throughout governnent, including national defense, |aw
enforcenent, transportation, food safety and public health, infornmation
technol ogy, and energency nmanagenent, to nmention only a few Wile only the
federal government is enmpowered to wage war and regulate interstate

conmer ce, state and |ocal governnments have historically assumed primary
responsi bility for managi ng energenci es through police, fire-fighting, and
ener gency nedi cal personnel.

The federal governnment's role in responding to nmajor disasters is generally
defined in the Stafford Act,3 which requires a finding that the disasters is

3 The Robert T. Stafford D saster Relief and Emergency Assistance Act, (P.L
93-288) as anended establishes the process for states to request a
presidential disaster declaration.

S0 severe as to be beyond the capacity of state and | ocal governnents to
respond effectively before major disaster or energency assistance fromthe
federal governnent is warranted. Once a disaster is declared, the federa
gover nnent -t hrough the Federal Emergency Managenent Agency (FEMA) - may

rei mburse state and | ocal governnents for between 75 and 100 percent of
eligible costs, including response and recovery activities.

There has been an increasi ng enphasis over the past decade on preparedness
for terrorist events. After the nerve gas attack in the Tokyo subway system
on March 20, 1995, and the Cklahoma Gty bonmbing on April 19, 1995, the
United States initiated a new effort to conbat terrorism |In June 1995,
Presidential Decision Directive 39 was issued, enunerating responsibilities
for federal agencies in conbating terrorism including donmestic terrorism
Recogni zing the vulnerability of the United States to various forns of
terrorism the Congress passed the Defense Agai nst Wapons of Mass
Destruction Act of 1996 (al so known as the Nunn-Lugar-Donenici program to
train and equip state and | ocal energency services personnel who woul d
likely be the first responders to a donestic terrorist event. O her federal
agenci es, including those in the Departnent of Justice, Departnent of
Energy, FEMA and Environnental Protection Agency, have al so devel oped
prograns to assist state and |ocal governnents in preparing for terrorist
events.

The attacks of Septenber 11, 2001, as well as the subsequent attenpts to
contam nate Anericans with anthrax, dramatically exposed the nation's
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vul nerabilities to donmestic terrorismand pronpted nunerous | egislative
proposal s to further strengthen our preparedness and response. During the
first session of the 107th Congress, several bills were introduced wth
provisions relating to state and | ocal preparedness. For instance, the

Pr epar edness Agai nst Donestic Terrorism Act of 2001, which you co-sponsored,
M. Chairman, proposes the establishnent of a Council on Donestic
Preparedness to enhance the capabilities of state and | ocal energency

prepar edness and response.

The funding for honel and security increased substantially after the attacks.
Accordi ng to docunents supporting the president's fiscal year 2003 budget
request, about $19.5 billion in federal funding for honel and security was
enacted in fiscal year 2002.4 The Congress added to this

4" Securing the Honel and, Strengthening the Nation." For the conplete
docunent, see the Wb site:
htt p: //ww. whi t ehouse. gov/ honel and/ honrel and_security_book. ht n

amount by passing an energency suppl enental appropriation of $40 billion
dollars.5 According to the budget request docunents, about one-quarter of
that amount, nearly $9.8 billion, was dedicated to strengtheni ng our

def enses at hone, resulting in an increase in total federal funding on
hormel and security of about 50 percent, to $29.3 billion. Table 1 conpares
fiscal year 2002 funding for honel and security by major categories with the
president's proposal for fiscal year 2003.

Tabl e 1: Honel and Security by Major Funding Categories for Fiscal Year 2002
and Proposed for Fiscal Year 2003

Dol lars in mllions
Maj or fundi ng category FY2002 enacted
Emer gency suppl enent al
FY2002 tot al

The president's FY2003 budget request

Supporting first responders $291 $651 $942

$3, 500
Def endi ng agai nst biological terrorism 1,408 3,730 5,138

5, 898
Securing Anerica's borders 8, 752 1,194 9, 946

10, 615

Usi ng 21st century technol ogy for honel and

security 155 75 230
Avi ation security 1,543 1,035 2,578

4, 800
DOD honel and security 4,201 689 4,890

6, 815
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O her non-DOD honel and security 3,186 2,384 5,570
5, 352
Tot al $19,536  $9,758  $29, 294
$37, 702

A National Strategy Is
Needed to Gui de CQur
Preparedness Efforts

Source: FY 2003 president's budget docunent, "Securing the Honel and,
Strengt hening the Nation."

We have tracked and anal yzed federal prograns to conbat terrorismfor nmany
years and have repeatedly called for the devel opnent of a national strategy
for preparedness. W have not been alone in this nessage; for instance,

nati onal conmm ssions, such as the G| nore Conmmi ssion, and other nationa
associ ations, such as the National Energency Managenent Associ ation and the
Nat i onal Governors Associ ation, have advocated the establishnent of a

nati onal preparedness strategy. The attorney general's Five-Year |nteragency
Counterterrorism Crinme and Technol ogy Plan, issued in Decenber 1998,
represents one attenpt to develop a national strategy on conbating
terrorism This plan entailed a substantial interagency effort and could
potentially serve as a basis for a national preparedness strategy. However,
we found it lacking in two critical elenents necessary for an effective
strategy: (1) neasurabl e outcones and

52001 Energency Suppl enental Appropriations Act for Recovery from and
Response to Terrorist Attacks on the United States, (P.L. 107-38).

(2) identification of state and | ocal government roles in responding to a
6
terrorist attack.

In Cctober 2001, the president established the Ofice of Honmel and Security
as a focal point with a mssion to devel op and coordi nate the inplenentation
of a conprehensive national strategy to secure the United States from
terrorist threats or attacks. Wiile this action represents a potentially
significant step, the role and effectiveness of the Ofice of Honel and
Security in setting priorities, interacting with agencies on program

devel opment and i npl ementati on, and devel opi ng and enforcing overall federal
policy in terrorismrelated activities is in the fornmative stages of being
fully established.

The enphasis needs to be on a national rather than a purely federal

strategy. W have | ong advocated the invol venent of state, local, and
private-sector stakeholders in a collaborative effort to arrive at nationa
goal s. The success of a national preparedness strategy relies on the ability
of all levels of governnent and the private sector to conmuni cate and
cooperate effectively wwth one another. To develop this essential nationa
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strategy, the federal role needs to be considered in relation to other

| evel s of governnent, the goals and objectives for preparedness, and the
nost appropriate tools to assist and enable other |evels of governnent and
the private sector to achieve these goals.7

Rol es and M ssions of Federal, State, and Local Entities Need to Be
Clarified

Al t hough the federal governnment appears nonolithic to many, in the area of
terrorismprevention and response, it has been anything but. Mre than 40
federal entities have a role in conbating and responding to terrorism and
nore than 20 federal entities in bioterrorismalone. One of the areas that
the Ofice of Honel and Security will be reviewing is the coordinati on anong
federal agenci es and prograns.

Concerns about coordination and fragnmentation in federal preparedness
efforts are well founded. Qur past work, conducted prior to the creation of

6 See U. S. General Accounting Ofice, Conmbating Terrorism Linking Threats
to Strategi es and Resources, GAQ T-NSI AD-00-218 (Washington, D.C : July 26,
2000) .

7 Anot her inportant aspect of enhancing state and | ocal preparedness is risk
managenent. Ri sk managenent is an inportant tool for prioritizing limted
resources in the face of uncertain threats. For nore information on risk
managenent, see U.S. Ceneral Accounting Ofice, Honeland Security: Risk
Managenent Can Hel p Us Defend Agai nst Terrorism GAO 02-208T (Washi ngton,
D.C.: Cctober 31, 2001).

the Ofice of Honel and Security, has shown coordi nation and fragnentation
problenms stemming |largely froma | ack of accountability within the federal
governnment for terrorismrelated prograns and activities. There had been no
single |l eader in charge of the many terrorismrel ated functions conducted by
di fferent federal departments and agencies. In fact, several agencies had
been assi gned | eadershi p and coordi nation functions, including the
Departnent of Justice, the Federal Bureau of Investigation, FEMA, and the

O fice of Managenent and Budget. We previously reported that officials from
a nunber of agencies that conbat terrorismbelieve that the coordi nation

rol es of these various agencies are not always clear. The recent Gl nore
Commi ssion report expressed simlar concerns, concluding that the current
coordi nati on structure does not provide the discipline necessary anong the
federal agencies invol ved.

In the past, the absence of a central focal point resulted in tw major
problens. The first of these is a |ack of a cohesive effort fromwthin the
federal government. For exanple, the Departnent of Agriculture, the Food and
Drug Adm nistration, and the Departnent of Transportation have been

over|l ooked in bioterrorismrelated policy and pl anning, even though these
organi zati ons woul d play key roles in response to terrorist acts. In this
regard, the Departnent of Agriculture has been given key responsibilities to
carry out in the event that terrorists were to target the nation's food
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supply, but the agency was not consulted in the devel opnent of the federal
policy assigning it that role. Simlarly, the Food and Drug Adm nistration
was i nvolved with issues associated with the National Pharnaceutica
Stockpile, but it was not involved in the selection of all itens procured
for the stockpile. Further, the Departnent of Transportation has

responsi bility for delivering supplies under the Federal Response Pl an, but
it was not brought into the planning process and consequently did not |earn
the extent of its responsibilities until its involvenment in subsequent
exerci ses.

Second, the lack of |eadership has resulted in the federal governnent's
devel opnent of progranms to assist state and | ocal governnents that were
simlar and potentially duplicative. After the terrorist attack on the
federal building in Cklahoma Cty, the federal governnent created additiona
prograns that were not well coordinated. For exanple, FEMA, the Departnent
of Justice, the Centers for Di sease Control and Prevention, and the
Departnent of Health and Human Services all offer separate assistance to
state and | ocal governnents in planning for energencies. Additionally, a
nunber of these agencies also condition receipt of funds on conpletion of
di stinct but overlapping plans. Al though the many federal assistance
prograns vary sonewhat in their target audiences, the potentia

redundancy of these federal efforts warrants scrutiny. In this regard, we
recomended in Septenber 2001 that the president work with the Congress to
consolidate sone of the activities of the Departnent of Justice's Ofice for
State and Local Donestic Preparedness Support under

8
FEMA.

State and | ocal response organi zations believe that federal prograns
designed to i nprove preparedness are not well synchronized or organized.
They have repeatedly asked for a one-stop "cl earinghouse" for federa

assi stance. As state and | ocal officials have noted, the multiplicity of
prograns can |lead to confusion at the state and |ocal |evels and can expend
preci ous federal resources unnecessarily or nmake it difficult for themto
identify avail able federal preparedness resources. As the G I nore Comm ssion
report notes, state and | ocal officials have voiced frustration about their
attenpts to obtain federal funds and have argued that the application
process i s burdensone and inconsistent anong federal agencies.

Al t hough the federal governnent can assign roles to federal agencies under a
nati onal preparedness strategy, it will also need to reach consensus with

ot her levels of government and with the private sector about their
respective roles. Clearly defining the appropriate roles of governnment may
be difficult because, dependi ng upon the type of incident and the phase of a
gi ven event, the specific roles of |local, state and federal governnents and
of the private sector may not be separate and distinct.

A new war ni ng system the Honel and Security Advisory System is intended to
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tailor notification of the appropriate |level of vigilance, preparedness and
readiness in a series of graduated threat conditions. The Ofice of Honel and
Security announced the new warni ng systemon March 12, 2002. The new war ni ng
systemincludes five levels of alert for assessing the threat of possible
terrorist attacks: |ow, guarded, elevated, high and severe. These |levels are
al so represented by five corresponding colors: green, blue, yellow orange,
and red. Wen the announcenent was nmade, the nation stood in the yellow
condition, in elevated risk. The warning can be upgraded for the entire
country or for specific regions and econonic sectors, such as the nuclear

I ndustry. The systemis intended to address a problemw th the previous

bl anket warni ng systemthat was

8 U.S. General Accounting Ofice, Conbating Terrorism Selected Chall enges
and Rel ated Reconmendati ons, GAO 01-822 (Washington, D.C.: Septenber 20,
2001).

used. After the Septenber 11th, the federal governnent issued four genera
war ni ngs about possible terrorist attacks, directing federal and | ocal |aw
enforcenent agencies to place thenselves on the "highest alert."” However,
governnment and | aw enforcenent officials, particularly at the state and

| ocal |evels, conplained that general warnings were too vague and a drain on
resources. To obtain views on the new warning systemfromall |evels of
governnent, |aw enforcenent, and the public, the Attorney General, who w ||
be responsible for the system provided a 45-day comment period fromthe
announcenent of the new system on March

This provides an opportunity for state and | ocal governnments as well as
the private sector to comment on the useful ness of the new warning system
and the appropriateness of the five threat conditions with associ ated
suggested protective neasures.

Perf ormance and Accountability Measures Need to Be Included in National
Strategy

Nunmer ous di scussi ons have been held about the need to enhance the nation's
prepar edness, but national preparedness goal s and neasurabl e perfornmance

i ndi cators have not yet been devel oped. These are critical conponents for
assessing programresults. In addition, the capability of state and | ocal
governments to respond to catastrophic terrorist attacks is uncertain.

At the federal l|evel, neasuring results for federal prograns has been a

| ongst andi ng obj ective of the Congress. The Congress enacted the Gover nnent
Performance and Results Act of 1993 (commonly referred to as the Results
Act). The legislation was designed to have agencies focus on the perfornmance
and results of their prograns rather than on program resources and
activities, as they had done in the past. Thus, the Results Act becane the
primary |l egislative framework through which agencies are required to set
strategi ¢ and annual goals, neasure performance, and report on the degree to
whi ch goals are net. The outcone-oriented principles of the Results Act

i nclude (1) establishing general goals and quantifiable, neasurable,

out come-oriented performance goals and rel ated neasures; (2) devel opi ng
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strategies for achieving the goals, including strategies for overcom ng or
mtigating major inpedinents; (3) ensuring that goals at |ower

organi zational levels align with and support general goals; and (4)
identifying the resources that will be required to achi eve the goals.

A former assistant professor of public policy at the Kennedy School of
Government, now the senior director for policy and plans with the Ofice

of Honel and Security, noted in a Decenber 2000 paper that a preparedness
program | acki ng broad but measurabl e objectives is unsustainable.9 This is
because it deprives policymakers of the information they need to nake
rational resource allocations, and program nmanagers are prevented from
measuri ng progress. He recommended that the governnent devel op a new
statistical index of preparedness, 10 incorporating a range of different

vari abl es, such as quantitative nmeasures for special equipnent, training
prograns, and nedicines, as well as professional subjective assessnents of
the quality of |ocal response capabilities, infrastructure, plans,

readi ness, and performance in exercises. Therefore, he advocated that the

I ndex should go well beyond the current rudi nentary m |l estones of program

i npl ement ati on, such as the anmount of training and equi pnment provided to

i ndividual cities. The index should strive to capture indicators of how well
a particular city or region could actually respond to a serious terrorist
event. This type of index, according to this expert, would then allow the
government to neasure the preparedness of different parts of the country in
a consi stent and conparabl e way, providing a reasonabl e basel i ne agai nst

whi ch to neasure progress.

In Cctober 2001, FEMA's director recognized that assessnents of state and

| ocal capabilities have to be viewed in terns of the |evel of preparedness
bei ng sought and what neasurenent shoul d be used for preparedness. The
director noted that the federal governnent should not provide funding

W t hout assessing what the funds will acconplish. Mreover, the president's
fiscal year 2003 budget request for $3.5 billion through FEMA for first
responders-|local police, firefighters, and energency nedi cal

pr of essi onal s-provi des that these funds be acconpanied by a process for

eval uating the effort to build response capabilities, in order to validate
that effort and direct future resources.

FEMA has devel oped an assessnent tool that could be used in devel opi ng
performance and accountability neasures for a national strategy. To ensure
that states are adequately prepared for a terrorist attack, FEMA was
directed by the Senate Conmmttee on Appropriations to assess states’

9 Richard A Fal kenrath, The Probl ens of Preparedness: Chall enges Facing the
U. S. Domestic Preparedness Program (Canbridge, Mass: John F. Kennedy Schoo
of Governnent, Harvard University, Decenber 2000).

101t was recommended that this index be classified so as to avoid calling
attention to the country's nost vul nerabl e areas.

response capabilities. In response, FEMA devel oped a sel f-assessnent
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tool -the Capability Assessnent for Readi ness (CAR)-that focuses on 13 key
ener gency managenent functions, including hazard identification and risk
assessnment, hazard mtigation, and resource managenent. However, these key
ener gency managenent functions do not specifically address public health
issues. In its fiscal year 2001 CAR report, FEMA concluded that states were
only marginally capable of responding to a terrorist event involving a
weapon of mass destruction. Moreover, the president's fiscal year 2003
budget proposal acknow edges that our capabilities for responding to a
terrorist attack vary widely across the country. Many areas have little or
no capability to respond to a terrorist attack that uses weapons of nmass
destruction. The budget proposal further adds that even the best prepared
states and localities do not possess adequate resources to respond to the
full range of terrorist threats we face.

Proposed standards have been devel oped for state and | ocal energency
managenent progranms by a consortium of energency nmanagers fromall |evels of
governnent and are currently being pilot tested through the Enmergency
Managenent Accreditation Programat the state and |local levels. Its purpose
Is to establish m ninum acceptabl e performance criteria by which energency
managers can assess and enhance current prograns to mitigate, prepare for,
respond to, and recover from di sasters and energenci es. For exanple, one
such standard is the requirenent that (1) the program nust devel op the
capability to direct, control, and coordi nate response and recovery
operations, (2) that an incident managenent system nust be utilized, and (3)
that organi zational roles and responsibilities shall be identified in the
ener gency operational plans.

Al t hough FEMA has experience in working with others in the devel opnent of
assessnent tools, it has had difficulty in neasuring program performance. As
the president's fiscal year 2003 budget request acknow edges, FEMA generally
perforns well in delivering resources to stricken communities and di saster
victinms quickly. The agency perforns less well in its oversight role of
ensuring the effective use of such assistance. Further, the agency has not
been effective in linking resources to performance information. FEMA s
Ofice of Inspector General has found that FEMA did not have an ability to
nmeasure state disaster risks and performance capability, and it concl uded
that the agency needed to determ ne how to neasure state and | oca

pr epar edness prograns.

Appropriate Tools Need to Be Sel ected for Designing Assistance
G ants

Since Septenber 11th, many state and | ocal governments have faced declining
revenues and increase security costs. A survey of about 400 cities conducted
by the National League of Cties reported that since Septenber 11th, one in
three Anerican cities saw their | ocal economes, nunicipal revenues, and
public confidence decline while public-safety spending is up. Further, the
Nat i onal Governors Association estinmates fiscal year 2002 state budget
shortfalls of between $40 billion and $50 billion, nmaking it increasingly
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difficult for the states to take on expensive, new honel and security
initiatives without federal assistance. State and |ocal revenue shortfalls
coupl ed with increasi ng demands on resources nmakes it nore critical that
federal prograns be designed carefully to match the priorities and needs of
all partners-federal, state, |ocal and private.

Qur previous work on federal progranms suggests that the choice and design of
policy tools have inportant consequences for performance and accountability.
Governnents have at their disposal a variety of policy instrunents, such as
grants, regul ations, tax incentives, and regional coordination and

part nerships, that they can use to notivate or nmandate ot her |evels of
government and private-sector entities to take actions to address security
concer ns.

The design of federal policy will play a vital role in determ ning success
and ensuring that scarce federal dollars are used to achieve critica
national goals. Key to the national effort will be determ ning the

appropriate |l evel of funding so that policies and tools can be designed and
targeted to elicit a pronpt, adequate, and sustai nable response while al so
protecting agai nst federal funds being used to substitute for spending that
woul d have occurred anyway.

The federal governnment often uses grants to state and | ocal governnents as a
nmeans of delivering federal prograns. Categorical grants typically permt
funds to be used only for specific, narrowy defined purposes. Block grants
typically can be used by state and | ocal governnments to support a range of
activities ained at achieving a broad national purpose and to provide a
great deal of discretion to state and |local officials. Either type of grant
can be designed to (1) target the funds to states and localities with the
greatest need, (2) discourage the replacenent of state and |ocal funds with
federal funds, commonly referred to as "supplantation,” wth a

mai nt enance-of -effort requirenment that recipients maintain their |evel of
previ ous funding, and (3) strike a bal ance between accountability and
flexibility. More specifically:

* Targeting: The fornmula for the distribution of any new grant could be
based on several considerations, including the state or |ocal governnent's
capacity to respond to a disaster. This capacity depends on several factors,
the nost inportant of which perhaps is the underlying strength of the
state's tax base and whether that base is expanding or is in decline. In an
August 2001 report on disaster assistance, we recommended that the director
of FEMA consi der replacing the per-capita neasure of state capability with a
nore sensitive nmeasure, such as the amount of a state's total taxable
resources, to assess the capabilities of state and | ocal governnents to
respond to a disaster.11 O her key considerations include the |evel of need
and the costs of preparedness.

* Mai ntenance of effort: In our earlier work, we found that substitution is
to be expected in any grant and, on average, every additional federal grant
dollar results in about 60 cents of supplantion.12 W found that
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supplantation is particularly likely for block grants supporting areas with
prior state and |ocal involvenent. Qur recent work on the Tenporary

Assi stance to Needy Fam |lies block grant found that a strong mai nt enance of
effort provision limts states' ability to supplant.13 Recipients can be
penal i zed for not neeting a nmaintenance-of-effort requirenent.

* Bal ance accountability and flexibility: Experience with block grants shows
that such prograns are sustainable if they are acconpanied by sufficient

i nformati on and accountability for national outcones to enable themto
conpete for funding in the congressional appropriations process.
Accountability can be established for nmeasured results and outcones that
permtting greater flexibility in how funds are used while at the sane tine
ensuring sonme national oversight.

Grants previously have been used for enhancing preparedness and recent
proposal s direct new funding to | ocal governments. In recent discussions,

| ocal officials expressed their view that federal grants would be nore
effective if local officials were allowed nore flexibility in the use of
funds. They have suggested that sonme funding should be allocated directly to
| ocal governnents. They have expressed a preference for block grants,

11 U.S. Ceneral Accounting Ofice, D saster Assistance: |nprovenent Needed
in Disaster Declaration Criteria and Eligibility Assurance Procedures,
GAO 01- 837 (Washington, D.C.: August 31, 2001).

12 U. S. Ceneral Accounting Ofice, Federal Gants: Design |Inprovenents Coul d
Hel p Federal Resources Go Further, GAO Al MD-97-7 (Washington, D.C. : Decenber
18, 1996).

13 U.S. Ceneral Accounting Ofice, Welfare Reform Challenges in Mintaining
a Federal -State Fiscal Partnership, GAO 01-828 (Washington, D.C.: August 10,
2001).

Regul ati ons

whi ch woul d distribute funds directly to | ocal governnments for a variety of
security-rel at ed expenses.

Recent fundi ng proposals, such as the $3.5 billion block grant for first
responders contained in the president's fiscal year 2003 budget, have

i ncl uded sone of these provisions. This matching grant woul d be adm ni stered
by FEMA, with 25 percent being distributed to the states based on

popul ation. The renai nder would go to states for pass-through to | ocal
jurisdictions, also on a popul ation basis, but states would be given the

di scretion to determ ne the boundaries of sub-state areas for such a
pass-through-that is, a state could pass through the funds to a netropolitan
area or to individual |ocal governnents within such an area. Al though the
state and | ocal jurisdictions would have discretion to tailor the assistance
to neet local needs, it is anticipated that nore than one-third of the funds
woul d be used to inprove conmuni cations; an additional one-third would be
used to equip state and local first responders, and the renai nder would be
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used for training, planning, technical assistance, and adm nistration.

Federal, state and | ocal governnents share authority for setting standards

t hrough regul ations in several areas, including infrastructure and prograns
vital to preparedness (for exanple, highways, water systens, public health).
I n designing regul ations, key considerations include howto provide federal
protections, guarantees, or benefits while preserving an appropriate bal ance
bet ween federal and state and | ocal authorities and between the public and
private sectors (for exanple, for chemi cal and nuclear facilities). In
designing a regul atory approach, the chall enges include determ ning who wll
set the standards and who will inplenent or enforce them Five nodels of
shared regul atory authority are:

* Fi xed federal standards that preenpt all state regulatory action in the
subj ect area cover ed;

* Federal mninmum standards that preenpt |ess stringent state | aws but
permt states to establish standards that are nore stringent than the
f ederal ;

* Inclusion of federal regulatory provisions not established through
preenption in grants or other fornms of assistance that states nmay choose to
accept;

* Cooperative prograns in which voluntary national standards are formul ated
by federal and state officials working together;

* W despread state adoption of voluntary standards formul ated by
quasi -official entities.

Tax I ncentives
Regi onal Coordi nati on and I ntergovernnental Partnerships

Any one of these shared regul atory approaches coul d be used in designing
standards for preparedness. The first two of these nechanisns involve
federal preenption. The other three represent alternatives to preenption.
Each nmechanism offers different advantages and limtations that reflect sone
of the key considerations in the federal -state bal ance.

To the extent that private entities will be called upon to inprove security
over dangerous materials or to protect vital assets, the federal governnent
can use tax incentives to encourage and enforce their activities. Tax
incentives are the result of special exclusions, exenptions, deductions,
credits, deferrals, or tax rates in the federal tax laws. Unlike grants, tax
I ncentives do not generally permt the sane degree of federal oversight and
targeting, and they are generally available by formula to all potenti al
beneficiaries who satisfy congressionally established criteria.

Pronoti ng partnerships between critical actors (including different |evels
of governnment and the private sector) facilitates the nmaxi m zi ng of
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resources and al so supports coordination on a regional |evel. Partnerships
coul d enconpass federal, state, and | ocal governments working together to
share information, devel op comuni cati ons technol ogy, and provi de nutual

aid. The federal governnent nmay be able to offer state and | ocal governnents
assi stance in certain areas, such as risk managenent and intelligence
sharing. In turn, state and | ocal governnents have nmuch to offer in ternms of
know edge of |ocal vulnerabilities and resources, such as |ocal |aw

enf orcenent personnel, available to respond to threats in their comrunities.

Since the events of Septenber 11th, a task force of nmayors and police chiefs
has called for a new protocol governing how | ocal | aw enforcenent agencies
can assi st federal agencies, particularly the FBI, given the information
needed to do so. As the United States Conference of Mayors noted a cl ose
wor ki ng partnership of |ocal and federal |aw enforcenent agencies, which

i ncludes the sharing of intelligence, will expand and strengthen the
nation's overall ability to prevent and respond to domestic terrorism The
USA Patriot Act provides for greater sharing of intelligence anong federal
agenci es. An expansion of this act has been proposed (S1615, H R 3285) that
woul d provide for information sharing between federal, state and | ocal |aw
enf orcement agencies. In addition, the Intergovernnental Law Enforcenent

I nformati on Sharing Act of 2001 (H R 3483), which you sponsored M.

Chai rman, addresses a nunber of information sharing needs. For instance,
this proposed | egislation provides that the Attorney Ceneral expeditiously
grant security cl earances

to Governors who apply for them and state and |ocal officials who
participate in federal counter-terrorismworking groups or regional
terrorismtask forces.

Local officials have enphasi zed the inportance of regional coordination.
Regi onal resources, such as equi pnent and expertise, are essential because
of proximty, which allows for quick deploynent, and experience in working
within the region. Large-scale or |abor-intensive incidents quickly deplete
a given locality's supply of trained responders. Sone cities have spread
training and equi pnment to nei ghboring municipal areas so that their nutual
aid partners can help. These partnerships afford econom es of scale across a
region. In events that require a quick response, such as a chem cal attack,
regi onal agreenents take on greater inportance because nmany |local officials
do not think that federal and state resources can arrive in sufficient tine
to hel p.

Mut ual aid agreenments provide a structure for assistance and for sharing
resources anong jurisdictions in response to an energency. Because

i ndi vidual jurisdictions may not have all the resources they need to respond
to all types of energencies, these agreenents allow for resources to be

depl oyed quickly within a region. The terns of nutual aid agreenents vary
for different services and different localities. These agreenents nay
provide for the state to share services, personnel, supplies, and equi pnent
with counties, towns, and nunicipalities within the state, wi th nei ghboring
states, or, in the case of states bordering Canada, with jurisdictions in
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anot her country. Sone of the agreenents al so provide for cooperative

pl anni ng, training, and exercises in preparation for energencies. Sone of

t hese agreenents involve private conpanies and local mlitary bases, as well
as |l ocal governnent entities. Such agreenents were in place for the three
sites that were involved on Septenber 11th- New York City, the Pentagon, and
a rural area of Pennsylvani a-and provi de exanples of sone of the benefits of
mutual aid agreenents and of coordination within a region.

Wth regard to regional planning and coordination, there may be federal
programnms that could provide nodels for funding proposals. In the 1962
Federal - Ald H ghway Act, the federal governnent established a conprehensive
cooperative process for transportation planning. This nodel of regiona

pl anni ng conti nues today under the Transportation Equity Act for the 21st
century (TEA-21, originally |ISTEA) program This nodel enphasizes the role
of state and local officials in developing a plan to neet regional
transportati on needs. Metropolitan Pl anning

Organi zati ons (MPGs) coordinate the regional planning process and adopt a
pl an, which is then approved by the state.

M. Chairman, in conclusion, as increasing demands are placed on budgets at

all levels of governnent, it will be necessary to make sound choices to
maintain fiscal stability. Al levels of governnent and the private sector
wi |l have to conmuni cate and cooperate effectively with each other across a

broad range of issues to develop a national strategy to better target
avai | abl e resources to address the urgent national preparedness needs.

I nvolving all levels of governnent and the private sector in devel opi ng key
aspects of a national strategy that | have discussed today - a definition
and clarification of the appropriate roles and responsibilities, an
establ i shment of goals and performance neasures, and a sel ection of
appropriate tools- is essential to the successful fornulation of the

nati onal preparedness strategy and ultimately to preparing and defendi ng our
nation fromterrorist attacks.

This conpl etes ny prepared statenent. | would be pleased to respond to any
guestions you or other nenbers of the Subconm ttee may have.

For further information about this testinony, please contact ne at (202)
512-9573 or JayEtta Hecker (202) 512-2834. OQther key contributors to this
testinony include Jack Burriesci, Matthew Ebert, Colin J. Fallon, Thonas
Janes, Kristen Sullivan Massey, Yvonne Pufahl, Jack Schul ze, and Anelia
Shachoy.
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GAO 01- 159SP. Washi ngton, D.C.: Novenber 2000.

Managi ng for Results: Using the Results Act to Address M ssion Fragnentation
and Program Overl ap. GAQ Al MD-97-156. Washi ngton, D.C : August 29, 1997.

Governnent Restructuring: ldentifying Potential Duplication in Federal
M ssions and Approaches. GAQ T- Al MD-95-161. Washington, D.C.: June 7, 1995.

Gover nment Reorgani zation: |Issues and Principals. GAQ T- G&Y Al MD- 95- 166.
Washington, D.C.: May 17, 1995.

G ant Design
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Grant Prograns: Design Features Shape Flexibility, Accountability, and
Performance I nformation. GAQ GG 98-137. Washington, D.C : June 22, 1998.
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GAQ Al MD-97-7. Washington, D.C : Decenber 18, 1996.
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