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Homel and Security: Effective Intergovernnmental Coordination is
Key to Success (23-AUG 02, GAO 02-1013T).

The chal | enges posed by honel and security exceed the capacity and
authority of any one | evel of government. Protecting the nation
agai nst these threats calls for a truly integrated approach,
bri ngi ng together the resources of all |evels of governnent. The
proposed Departnent of Honmel and Security will clearly have a
central role in efforts to enhance honel and security. The
proposed consolidation of homel and security prograns has the
potential to reduce fragnentation, inprove coordination, and
clarify roles and responsibilities. Realistically, the challenges
that the new departnent faces will clearly require substanti al
time and effort, and it wll take additional resources to nake it
effective. Moreover, formation of a departnent should not be
considered a replacenent for the tinely issuance of a national
honel and security strategy to guide inplenentation of the conpl ex
m ssion of the departnent. Appropriate roles and responsibilities
wi thin pronpting a reassessnment and shifting of |ongstanding
roles and responsibilities, but these shifts are being consi dered
on a pieceneal and ad hoc basis w thout benefit of an overarching
framework and criteria to guide the process. A national strategy
coul d provide such guidance by nore systematically identifying
t he uni que capacities and resources of each |evel of governnent
t o enhance honel and security and by providing increased
accountability wthin the intergovernnental system The nation
does not yet have perfornmance goals and neasures upon which to
assess and i nprove preparedness and devel op common criteria that
can denonstrate success, pronote accountability and determ ne
areas where additional resources are needed, such as inproving
comruni cati ons and equi pnent interoperability. A careful choice
of the nost appropriate tools is critical to achieve and sustain
nati onal goals. The choice and design of policy tools, such as
grants, regulations, and tax incentives, can enhance the capacity
of all levels of governnment to target areas of highest risk and
greatest need, pronote shared responsibilities, and track assess
progress toward achi eving preparedness goal s.
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M. Chairman and Menbers of the Subcommttee: | appreciate the opportunity
to be here to discuss issues critical to successful federal |eadership of,
assi stance to, and partnership with state and | ocal governnents to enhance
honmel and security. As you are aware, the chall enges posed by honel and

security exceed the capacity and authority of any one | evel of governnent.
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Protecting the nation against these unique threats calls for a truly

I ntegrated approach, bringing together the resources of all |evels of
governnment. The President?s recently rel eased national strategy for honel and
security enphasi zes security as a shared national responsibility involving
cl ose cooperation anong all levels of governnent. 1 In addition, as you
know, M. Chairnman, the House has passed (H R 5005), and the Senate w ||

t ake under consideration, after the August recess, legislation (S. 2452) to
create a Departnent of Honeland Security. Al though the bills are different,

t hey share the goal of establishing a statutory Departnent of Honel and
Security.

In ny testinony today, | will focus on the challenges facing the federal
governnent in (1) establishing a | eadership structure for honel and security,
(2) defining the roles of different |evels of governnent, (3) devel oping
performance goals and neasures, and (4) deploying appropriate tools to best
achi eve and sustain national goals. My coonments are based on a body of GAO?s
work on terrorismand energency preparedness and policy options for the

desi gn of federal assistance, 2 our review of nmany other studies, 3 and the
Conmptroll er General ?s recent testinonies on the proposed Departnent of

Honmel and Security (DHS). 4 In

1 National Strategy for Honel and Security. The Wite House. O fice of
Honel and Security, July 16, 2002. In addition, the Ofice of Honel and
Security issued a conpanion publication titled State and Local Actions for
Honel and Security identifying nmeasures state and | ocal governnents are
taking to inprove honel and security.

2 See attached list of related GAO products. 3 These studies include the
Advi sory Panel to Assess Donmestic Response Capabilities for Terrorism

| nvol vi ng Weapons of Mass Destruction, Third Annual Report (Arlington, Va:
Dec. 15, 2001); and the United States Conmm ssion on National Security/ 21st
Century, Road Map for Security: Inperative for Change (February 15, 2001).

4 Honel and Security: Critical Design and I nplenentation |Issues. GAO 02-
957T (Washington, D. C.: July 17, 2002) and Honel and Security: Proposal for
Cabi net Agency Has Merit, But |Inplenentation WIl Be Pivotal to Success.
GAO- 02- 886T (Washington, D. C: June 25, 2002).
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addition, I will draw on GAO?s ongoi ng work for this Subconmttee, including
an exam nation of the diverse ongoing and proposed federal preparedness
prograns, as well as a series of case studies we are conducting that exam ne
prepar edness i ssues facing state and | ocal governnments. To date, we have
conducted interviews of officials in five geographically diverse cities:
Bal ti nore, Maryl and; Denver, Col orado; Los Angeles, California; New Ol eans,
Loui si ana; and Seattle, Washington. W have al so intervi ewed state energency
managenent officials in these states.
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In summary: e« The proposed Departnent of Honeland Security wll clearly have
a central

role in the success of efforts to enhance honel and security. Many aspects of
a consolidation of homel and security prograns have the potential to reduce
fragnentation, inprove coordination, and clarify roles and responsibilities.
Real i stically, however, in the short term the nagnitude of the chall enges
facing the new departnent will clearly require substantial tinme and effort
and will take additional resources to nake it effective. The recently

rel eased national strategy is intended to guide inplenentation of the
conpl ex m ssion of the proposed departnent and the efforts of other federal
and non- federal entities responsible for honeland security initiatives.

» Appropriate roles and responsibilities within and between the | evels of
governnent and with the private sector are evolving and need to be
clarified. New threats are pronpting a reassessnent and shifting of

| ongstanding roles and responsibilities. Until now these shifts have been
occurring on a pieceneal and ad hoc basis w thout benefit of an overarching
framework and criteria to guide the process. The adm nistration?s nati onal
strategy recogni zes the chall enge posed by a conpl ex structure of
over | appi ng federal, state, and | ocal governnments- our country has nore than
87,000 jurisdictions. There are also challenges in defining the appropriate
roles and responsibilities of the private sector.

» The national strategy?s initiatives often do not provide a baseline set of
performance goals and neasures upon which to assess and i nprove

prepar edness. Therefore, the nation does not yet have a conprehensive set of
performance goal s and neasures upon which to assess and i nprove prevention
efforts, vulnerability reduction, and responsiveness to danmage and recovery
needs at all levels of governnent. Gven the need for a highly integrated
approach to the honel and security chall enge, national performance goals and
nmeasures for strategy initiatives that involve both
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federal and non- federal actors may best be devel oped in a collaborative way
involving all levels of governnent and the private sector. Standards are one
tool the national strategy enphasizes in areas such as training, equipnent,
and conmuni cati ons.

« A careful choice of the nost appropriate assistance tools is critical to
achi eve and sustain national goals. The choice and design of policy tools,
such as grants, regulations, and tax incentives, can enhance the capacity of
all levels of government to target areas of highest risk and greatest need,
pronote shared responsibilities by all parties, and track and assess
progress toward achi eving national preparedness goals. The national strategy
notes that until recently, federal support for donestic preparedness efforts
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has been relatively snmall and di sorgani zed, with various departnents and
agenci es providing noney in a ?tangled web? of grant progranms. It notes the
shared responsibility of providing honmel and security between federal, state,
and | ocal governnents, and the private sector and recogni zes the inportance
of using appropriate tools of governnment to inprove preparedness.

Honel and security is a conplex mssion that involves a broad range of
functions perforned throughout governnent, including |aw enforcenent,
transportation, food safety and public health, information technol ogy, and
enmer gency managenent, to nention only a few. Federal, state, and | ocal
governnents have a shared responsibility in preparing for catastrophic
terrorist attacks as well as other disasters. The initial responsibility for
pl anni ng, preparing, and response falls upon |ocal governnments and their
organi zati ons- such as police, fire departnents, energency nedi cal
personnel, and public health agencies- which will alnost invariably be the
first responders to such an occurrence. For its part, the federal governnent
has principally provided | eadership, training, and fundi ng assi stance.

The federal governnent?s role in responding to najor disasters has

hi storically been defined by the Stafford Act, 5 which nakes nost federal
assi stance contingent on a finding that the disaster is so severe as to be
beyond the capacity of state and | ocal governnents to respond effectively.
Once a disaster is declared, the federal governnent- through the Federal

5 Robert T. Stafford D saster Relief and Energency Assistance Act (42 U. S.
C. sect. 121 et seq.) establishes the process for states to request a
presidential disaster declaration. Background
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Emer gency Managenent Agency (FEMA)- may rei nburse state and | oca
governnents for between 75 and 100 percent of eligible costs, including
response and recovery activities.

In addition to post disaster assistance, there has been an increasing
enphasi s over the past decade on federal support of state and |oca
governnents to enhance national preparedness for terrorist attacks. After
the nerve gas attack in the Tokyo subway system on March 20, 1995, and the
Okl ahoma City bonbing on April 19, 1995, the United States initiated a new
effort to conbat terrorism In June 1995, Presidential Decision Drective 39
was i ssued, enunerating responsibilities for federal agencies in conbating
terrorism including donestic terrorism Recognizing the vulnerability of
the United States to various fornms of terrorism the Congress passed the
Def ense Agai nst Weapons of Mass Destruction Act of 1996 (al so known as the
Nunn- Lugar- Donenici program to train and equip state and | ocal energency
servi ces personnel who would likely be the first responders to a donestic
terrorist event. Other federal agencies, including those in FEMA, the
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departnments of Justice, Health and Human Services, and Energy; and the
Environnental Protection Agency, have al so devel oped prograns to assi st
state and | ocal governnments in preparing for terrorist events.

As enphasis on terrorismprevention and response grew, however, so did
concerns over coordination and fragnentation of federal efforts. Mre than
40 federal entities have a role in conbating and responding to terrorism
and nore than 20 in bioterrorismalone. Qur past work, conducted prior to
the establishnent of an Ofice of Honel and Security and the current
proposals to create a new Departnent of Honel and Security, has shown
coordi nati on and fragnmentation problens stenmmng largely froma | ack of
accountability within the federal governnent for terrorism related prograns
and activities. Further, our work found there was an absence of a central
focal point that caused a | ack of a cohesive effort and the devel opnent of
simlar and potentially duplicative prograns. Al so, as the Glnore

Comm ssion report notes, state and | ocal officials have voiced frustration
about their attenpts to obtain federal funds fromdifferent prograns
adm ni stered by different agencies and have argued that the application
process i s burdensone and i nconsi stent anong federal agencies.

Presi dent Bush has taken a nunber of inportant steps in the aftermath of the
terrorist attacks of Septenber 11th to address the concerns of fragnentation
and to enhance the country?s honel and security efforts, including creating
of the Ofice of Honeland Security in Cctober 2001,
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proposi ng the Departnent of Honmel and Security in June 2002, and issuing a
national strategy in July 2002. Both the House and Senate have worked
diligently on these issues and are deliberating on a variety of honel and
security proposals. The House has passed (H R 5005), and the Senate w ||

t ake under consideration, after the August recess, legislation (S. 2452) to
create a Departnent of Honeland Security. Wile these proposals would both
transfer the functions, responsibilities, personnel, and other assets of

exi sting agencies into the departnental structure, each bill has unique
provi sions not found in the other. For exanple, while both bills establish
an office for State and Local Government Coordination and a first responder

council to advise the departnent, the Senate bill also establishes a Chief
Homel and Security Liaison Oficer appointed by the Secretary and puts
federal liaisons in each state to provide coordi nati on between the

departnent and the state and local first responders.

The proposal to create a statutorily based Departnent of Honel and Security
hol ds prom se to better establish the | eadership necessary in the honel and
security area. It can nore effectively capture honel and security as a | ong-
term conm tnent grounded in the institutional framework of the nation?s

governnental structure. As we have previously noted, the honel and security
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area must span the terns of various adm nistrations and i ndividual s.

Est abl i shi ng honel and security | eadership by statute will ensure legitinacy,
authority, sustainability, and the appropriate accountability to the
Congress and the Anerican people. 6

The proposals call for the creation of a Cabinet department that woul d be
responsi ble for coordination with other executive branch agencies invol ved
i n honel and security, including the Federal Bureau of |nvestigation and the
Central Intelligence Agency. Additionally, the proposals call for

coordi nation with nonfederal entities and direct the new Secretary to reach
out to state and | ocal governments and the private sector in order to:
ensure adequate and integrated planning, training, and exercises occur, and
that first responders have the necessary equi pnent; attaining
interoperability of the federal governnment?s honel and security

conmuni cations systens wth state and | ocal governnents? systens; oversee
federal grant prograns for state and | ocal honel and security

6 U S. General Accounting Ofice, Honel and Security: Responsibility And
Accountability for Achieving National Goals. GAO 02- 627T (Washi ngton, D
C.. Apr. 11, 2002). Proposed Depart nent

and National Strategy WIIl QGuide Honel and Security
Page 6 GAO- 02- 1013T

efforts; and coordinate warnings and information to state and | ocal
government entities and the public.

Many aspects of the proposed consolidation of honel and security prograns are
inline with previous recommendati ons and show proni se towards reducing
fragnmentati on and i nprovi ng coordi nati on. For exanple, the new departnent
woul d consol idate federal programs for state and | ocal planning and

prepar edness from several agencies and place them under a single

organi zational unbrella. Based on our prior work, we believe that the
consol i dation of sonme honel and security functions nakes sense and wll, if
properly organi zed and i nplenented, over tine lead to nore efficient,
effective, and coordi nated progranms, better intelligence sharing, and a nore
robust protection of our people, borders, and critical infrastructure.

However, as the Conptroller General has recently testified, 7 inplenentation
of the new departnent will be an extrenely conplex task, and in the short
term the magnitude of the challenges that the new departnent faces wll
clearly require substantial tine and effort, and will take additiona
resources to nake it effective. Further, sonme aspects of the new departnent,
as proposed, nmay result in yet other concerns. For exanple, as we reported
on June 25, 2002, 8 the new departnent could include public health

assi stance prograns that have both basic public health and honel and security
functions. These dual - purpose prograns have inportant synergies that shoul d
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be mai ntained and could potentially be disrupted by such a change.

The recently issued national strategy for honeland security states it is

i ntended to answer four basic questions: what is ?honel and security? and
what m ssions does it entail; what does the nation seek to acconplish, and
what are the nost inportant goals of honel and security; what is the federal
executive branch doing now to acconplish these goals and what should it do
in the future; and what should non- federal governnents, the

7 U S. General Accounting Ofice, Honeland Security: Proposal for Cabinet
Agency Has Merit, but Inplenmentation WII Be Pivotal to Success, GAO 02-
886T (Washington, D. C: June 25, 2002).

8 U S. CGeneral Accounting Ofice, Honeland Security: New Departnent Coul d
| mprove Coordi nation but May Conplicate Public Health Priority Setting, GAOC
02- 883T (Washington, D. C: June 25, 2002).
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private sector, and citizens do to help secure the honeland. Wthin the
federal executive branch, the key organi zation for honel and security wll be
t he proposed Departnent of Honel and Security. The Departnent of Defense w ||
contribute to honeland security, as well other departnents such as the
Departnents of Justice, Agriculture, and Health and Human Services. The
national strategy al so nakes reference to using tools of governnent such as
grants and regul ations to i nprove national preparedness.

The national strategy defines honmel and security as a concerted nati onal
effort to 1) prevent terrorist attacks within the United States, 2) reduce
America?s vulnerability to terrorism 3) mnimze the damage, and 4) recover
fromattacks that do occur. This definition should help the governnment nore
effectively adm nister, fund, and coordinate activities both inside and
out si de the proposed new departnent and ensure all parties are focused on
the sane goals and objectives. The three parts of the definition formthe
national strategy?s three objectives.

The strategy identifies six critical mssion areas, and outlines initiatives
in each of the six mssion areas. It further describes four foundations that
cut across these mssion areas and all |levels of governnent. These

foundati ons- | aw, science and technol ogy; information sharing and systens;
and international cooperation- are intended to provide a basis for

eval uating honel and security investnents across the federal governnent.
Tabl e 1 summari zes key intergovernnmental roles in each of the six mssion
areas as presented in the strategy.

Page 8 GAO- 02- 1013T

Table 1: National Strategy: Six Critical Mssion Areas and Key
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| nt ergover nmental Rol es M ssion Area Key I ntergovernnental Roles

Intelligence and Warning « Wrk wth state and | ocal |aw enforcenent to
| everage critical intelligence information, and provide real- tine
actionable information in the formof protective actions that should be
taken in light of terrorist threats, trends, capabilities, and

vul nerabilities.

 Provide announcenents of threat advisories and alerts to notify | aw
enforcenment and state and | ocal governnent officials of threats through the
Honel and Security Advisory System Border and Transportation Security e

| npl enentation of the Aviation and Transportation Security Act of 2001
requires

partnershi ps anong federal, state, and | ocal governnment officials to assess
and protect critical transportation infrastructures and reduce

vul nerabilities. Donmestic Counterterrorisme Expand data included in federal
dat abases such as the FBI National Crinme Information

Center (NCI C) database and ensure that they are fully accessible to state
and | ocal |aw enforcenent officials.

e Expand the Joint Terrorism Task Forces, representing nunerous federal
agencies and state and | ocal |aw enforcenent, to all 56 FBI field offices.
Protecting Critical Infrastructures and Key Assets

 Work with state and | ocal governnments to inplenent a conprehensive
national infrastructure protection plan to ensure protection for critical
assets, systens, and functions, and for sharing protection responsibility
with state and | ocal governnent.

* Provide state and | ocal agencies one prinmary federal contact for

coordi nating protection activities wwth the federal governnent (e. g.

vul nerability assessnents, strategic planning efforts, and exercises).

Def endi ng Agai nst Catastrophic Threats ¢ In cooperation wth state and | ocal
governnents, devel op additional inspection

procedures and detection systens throughout the national transportation
structure to detect the novenent of nuclear materials within the U S.

» Expand and nodernize the Centers for D sease Control Epidemc Intelligence
Service to better train local and state officials in recognizing biol ogical
attacks, and state and local jurisdictions with a popul ati on of 500, 000 or
nmore will be provided with resources to hire skilled epidem ol ogi sts.

Emer gency Preparedness and Response « Wirking with state and | ocal public
safety organi zations, build a conprehensive nati onal

i nci dent managenent systemto respond to terrorist incidents and natural
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di sasters, and encourage first responder organi zations to adopt the already
w despread | ncident Managenent System by making it a requirenent for federal
grants.

* Provide grants in support of state and |ocal preparedness efforts in areas
such as: nutual aid agreenents; terrorism related conmunications equi pnent;
training and equi pping of state and |ocal health care personnel to deal wth
chem cal , biological, radiological, and nuclear terrorism planning for the
recei pt and distribution of nmedicines fromthe National Pharnaceuti cal

St ockpi | e; equi pping, training, and exercising first responders to neet
certification standards.

 Proposed grant requirenents include: conpliance with a national energency
communi cati on plan, progress in achieving comuni cations interoperability
with other energency response bodies, and annual certification of first
responder preparedness to handl e and decontam nate any hazard.

« Consolidate all grant prograns that distribute federal funds to state and
| ocal first responders. The First Responder Initiative proposes to increase
federal funding levels nore than tenfold to $3. 5 billion in fiscal year
2003.

Wth regard to the costs of Honeland Security, the national strategy

enphasi zes governnent should fund only those honel and security activities
that are not supplied, or are inadequately supplied, in the market, and cost
sharing between different governnental |evels should reflect federalism
principles and different tools of governnent. In terns of the

Page 9 GAO- 02- 1013T

financial contributions made by state and | ocal governnent to honel and
security, the strategy acknow edges that state and | ocal governnments are
I ncurring unexpected costs defending or protecting their respective
communi ties. These costs include protecting critical infrastructure,

i nprovi ng technol ogi es for information sharing and conmuni cati ons, and
bui | di ng enmergency response capacity. At this tinme, the National Governors?
Associ ation estimtes that additional honeland securityrel ated costs,

i ncurred since Septenber 11th and through the end of 2002, will reach
approximately $6 billion. Simlarly, the U S. Conference of Mayors has
estimated the costs incurred by cities during this tinme period to be $2.6
billion.

The proposed departnment will be a key player in the daunting chall enge of
defining the roles of the various actors within the intergovernnental system
responsi bl e for honel and security. In areas ranging fromfire protection to
drinking water to port security, the new threats are pronpting a
reassessnent and shift of |ongstanding roles and responsibilities. However,
until this time, proposed shifts in roles and responsibilities have been
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consi dered on a pieceneal and ad hoc basis wi thout benefit of an overarching
framework and criteria to guide this process. The national strategy

recogni zes that the process is challenging because of the structure of

overl appi ng federal, state, and | ocal governnents given that our country has
nore than 87,000 jurisdictions. The national strategy further notes that the
chall enge is to devel op i nterconnected and conpl enentary systens that are
reinforcing rather than duplicative.

The proposals for a Departnent of Honel and Security call for the departnent
to reach out to state and | ocal governnents and the private sector to

coordi nate and integrate planning, communications, information, and recovery
efforts addressi ng honmel and security. This is inportant recognition of the
critical role played by nonfederal entities in protecting the nation from
terrorist attacks. State and | ocal governnents play primary roles in
performng functions that will be essential to effectively address our new
chal | enges. Miuch attention has al ready been paid to their role as first
responders in all disasters, whether caused by terrorist attacks or natural
hazar ds.

The national strategy enphasizes the critical role state and | ocal
governnents play in honeland security and the need for coordi nati on between
all levels of governnment. The national strategy enphasi zes that Chall enges
Remain in

Defining Appropriate Intergovernnental Roles
Page 10 GAO 02- 1013T

honel and security is a shared responsibility. In addition, the national
strategy has several initiatives designed to inprove partnerships and

coordi nation. Table 1 provides several exanples of areas with key

i ntergovernnental roles and coordination. For exanple, there are initiatives
to inprove intergovernnental |aw enforcenment coordination and enabling
effective partnerships with state and | ocal governnents and the private
sector in critical infrastructure protection. States are asked to take
several legal initiatives, such as coordi nating suggested m ni nrum st andar ds
for state driver?s licenses and revi ewi ng quarantine authorities. Mny
initiatives are intended to devel op or enhance first responder capabilities,
such as initiatives to inprove the technical capabilities of first
responders or enabl e seanl ess conmuni cati on anong all responders. In many
cases, these initiatives will rely on federal, state, and |ocal cooperation,
sone standardi zation, and the sharing of costs.

Achi evi ng national preparedness and response goals hinges on the federal
governnent?s ability to formeffective partnerships with nonfedera

entities. Therefore, federal initiatives should be conceived as national,
not federal in nature. Decision nmakers have to bal ance the national interest
of prevention and preparedness with the unique needs and interests of |ocal
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communities. A ?one- size- fits- all? federal approach will not serve to

| everage the assets and capabilities that reside within state and | ocal
governnents and the private sector. By working collectively with state and
| ocal governnents, the federal governnent gains the resources and expertise
of the people closest to the challenge. For exanple, protecting
infrastructure such as water and transit systens |lays first and nost often
wi th nonfederal |evels of governnent.

Just as partnerships offer opportunities, they also pose risks based upon
the different interests reflected by each partner. Fromthe federal
perspective, there is the concern that state and | ocal governnents may not
share the sane priorities for use of federal funds. This divergence of
priorities can result in state and |ocal governnments sinply replacing (?
suppl anting?) their own previous |levels of coomitnent in these areas with
the new federal resources. Fromthe state and | ocal perspective, engagenent
in federal prograns opens themup to potential federal preenption and
mandat es. Fromthe public?s perspective, partnerships if not clearly
defined, risk blurring responsibility for the outcone of public prograns.

Qur fieldwork at federal agencies and at |ocal governnents suggests a shift
is potentially underway in the definition of roles and responsibilities
Nati onal and Regi onal

Par t ner shi ps
Page 11 GAO 02- 1013T

between federal, state, and | ocal governnents with far reachi ng consequences
for honel and security and accountability to the public. The chall enges posed
by the new threats are pronpting officials at all |evels of governnent to
rethink | ong- standing divisions of responsibilities for such areas as fire
services, local infrastructure protection, and airport security. Current
honmel and security proposals recognize that the unique scale and conplexity
of these threats call for a response that taps the resources and capacities
of all levels of governnment as well as the private sector.

In many areas, these proposals would i npose a stronger federal presence in
the formof new national standards or assistance. For instance, the Congress
IS considering proposals to mandate new vul nerability assessnents and
protective neasures on |l ocal communities for drinking water facilities.
Simlarly, new federal rules have mandated | ocal airport authorities to
provi de new |l evel s of protection for security around airport perineters. The
bl ock grant proposal for first responders would mark a dramatic upturn in

t he magnitude and role of the federal governnment in providing assistance and
standards for fire service training and equi pnent.

Additionally, the national strategy suggests initiatives for an expanded
state role in several areas. For exanple, there are no national or agreed
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upon state standards for driver?s |icense content, format, or acquisition
procedures. The strategy states that the federal governnent should support
state- led efforts to devel op suggested m ni mum standards for drivers?
licenses. In another exanple, in order to suppress noney |aundering, the
strategy recomends that states assess the current status of their

regul ation regardi ng providers of financial services and work to adopt
uniform | aws as necessary.

Governnments at the local |evel are also noving to rethink roles and
responsibilities to address the unique scale and scope of the contenporary
threats fromterrorism Nunerous |ocal general - purpose governnents and
special districts co- exist within netropolitan regions and rural areas

ali ke. Many regions are starting to assess how to restructure rel ati onshi ps
anong contiguous local entities to take advantage of econoni es of scale,
pronote resource sharing, and inprove coordination of preparedness and
response on a regional basis. In our case studies of five netropolitan
areas, we have identified several commopn fornms of regional cooperation and
coordi nation including special task forces or working groups, inproved

col I aborati on anong public health entities, increased countyw de planning,
mut ual aid agreenents, and conmuni cations. These partnershi ps are at varying
st ages of devel opnent and are continuing to evolve. Table 2 sunmarizes these
initiatives.

Page 12 GAO 02- 1013T
Tabl e 2: Case Study Exanpl es of Metropolitan Cooperation and Coordi nation

» Task Forces and Working Goups: To facilitate enmergency planning and
coordi nation anong cities in a netropolitan area, officials have joined
together to create task forces, such as terrorismworking groups, advisory
comm ttees, and Mayors? caucuses. For exanple, the Metropolitan Safety,
Security, and Anti- terrorism Task Force in New Ol eans includes officials
fromthe city and four surroundi ng parishes.

» Collaboration with Public Health Entities: Public health departnents,
ener gency mnedi cal services, and hospitals are participating in planning
efforts to coordinate use of Iimted resources such as energency room
capacity, hospital beds, and nedical supplies. For exanple, in Denver, the
Front Range Energency Medical Service and Trauma Advi sory Council involves
all hospitals and rescue squads in a six- county netropolitan area.

« Countywi de Pl anning: In sone states, counties serve as the primary

coordi nati ng agent and work with cities within their jurisdiction, other
counties, and the state to ensure that they devel op and update energency and
di saster plans, provide training, conduct assessnents and exercises, and
have adequate energency resources. For exanple, King County, Washington has
coordi nat ed devel opnent of a Regional Disaster Plan, which includes Seattle
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and 15 other cities within the county as well as 15 fire districts, 15
hospitals, 21 water and sewer districts, 12 school districts, and the
private sector

e Mutual Aid Agreenents: Cities and counties have used nutual aid agreenents
to share energency resources in their netropolitan areas. These agreenents
may include fire, police, energency nedical services, and hospitals and may
be formal or informal. For exanple, Los Angel es has nutual aid agreenents
bet ween police and fire departnents in surrounding jurisdictions and a range
of private sector entities. The state has a Miutual A d Regional Advisory
Commi ssion that facilitates agreenents, and the Standardi zed Enmergency
Managenment System (SEMS) | aw requires nmutual aid agreenents for state

rei mbur senent.

e Comuni cations: Cties and counties currently use a variety of nethods for
conmuni cating anong first responders, such as command centers, using radio,
cell phones, and pagers; amateur radi o operators; and conmunity alert
systens. Sone are considering 800 MHz radio systens to permt
interoperability and nobile incident command centers to direct
comruni cati ons anong first responders. King County, Washington has a
countyw de 800 MHz system and uses amateur radi o operators to provide a
redundant energency comruni cations system

Al t hough prom sing greater levels of protection than before, these shifts in
roles and responsibilities have been devel oped on an ad hoc pi eceneal basis
W t hout the benefit of common criteria. An ad hoc process nmay not capture
the real potential each actor in our systemoffers. Mreover, a pieceneal
redefinition of roles risks the further fragnentation of the responsibility
for honel and security within local comunities, blurring |lines of

responsi bility and accountability for results. Wile federal, state, and

| ocal governnents all have roles to play, care nust be taken to clarify who
IS responsible for what so that the public knows whomto contact to address
their problens and concerns. Current honeland security initiatives provide
an opportunity to nore systematically identify the uni que resources and
capacities of each |evel of governnment and better match these capabilities
to the particular tasks at hand. If inplenented in a partnerial fashion, the
national strategy can al so pronote the

Page 13 GAO 02- 1013T

participation, input, and buy in of state and |ocal partners whose
cooperation is essential for success.

The proposed departnment, in fulfilling its broad mandate, has the chall enge
of devel oping a national performance focus. The national strategy is a good
start in defining strategic objectives and rel ated m ssion areas, plus
foundations that cut across the mssion areas. The national strategy?s
initiatives to inplenent the objectives under the related m ssion and
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foundati on areas extend from building capabilities to achieving specific
out cones.

According to the national strategy, each departnent and agency is to be held
accountable for its performance on honel and security efforts. However, the
initiatives often do not provide a baseline set of goals and neasures upon
whi ch to assess and inprove many of its initiatives to prevent attacks,
reduce the nation?s vulnerability to attacks, or mnimze the damge and
recovering fromattacks that do occur. For exanple, the initiative of
creating ?smart borders? requires a clear specification of what is expected
of a smart border, including consideration of security and econonm c aspects
of novi ng peopl e and goods.

Speci fic performance goals and neasures for many initiatives will occur at a
| ater date. The strategy states that each departnent or agency wll create
benchmar ks and ot her perfornmance neasures to eval uate progress and allocate
future resources. Performance neasures will be used to evaluate the

ef fectiveness of each honel and security program allow ng agencies to
nmeasure their progress, make resource allocation decisions, and adj ust
priorities. As the national strategy and related inplenentation plans

evol ve, we woul d expect clearer performance expectations to energe. G ven
the need for a highly integrated approach to the honel and security
chal | enge, national performance goal s and neasures may best be devel oped in
a col laborative way involving all |evels of governnent and the private
sector.

Assessing the capability of state and | ocal governnents to respond to
catastrophic terrorist attacks is an inportant feature of the national
strategy and the responsibilities of the proposed new departnent. The

Presi dent?s fiscal year 2003 budget proposal acknow edged that our
capabilities for responding to a terrorist attack vary widely across the
country. The national strategy recognizes the inportance of standards and
performance neasures in areas such as training, equipnent, and
communi cati ons. For exanple, the national strategy proposes the Performance
Goal s

and Measures Needed in Honel and Security Prograns
Page 14 GAO 02- 1013T

est abl i shnment of national standards for energency response training and
prepar edness. These standards would require certain coursewrk for
individuals to receive and maintain certification as first responders and
for state and | ocal governnents to receive federal grants. Under the
strategy, the proposed departnent would establish a national exercise
program desi gned to educate and evaluate civilian response personnel at al

| evel s of governnent. It would require individuals and governnent bodies to
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conpl ete successfully at |east one exercise every year. The departnent woul d
use these exercises to neasure performance and all ocate future resources.

St andards are bei ng devel oped in other areas associated with honel and
security, yet form dabl e challenges remain. For exanple, national standards
that would apply to all ports and all public and private facilities are well
under way. |In preparing to assess security conditions at 55 U S. ports, the
Coast Quard?s contractor has been devel oping a set of standards since My
2002. These standards cover such things as preventing unauthorized persons
from accessing sensitive areas, detecting and intercepting intrusions, and
checki ng backgrounds of those whose jobs require access to port facilities.
However, challenges remain in finalizing a conplete set of standards for the
| evel of security needed in the nation?s ports, resolving i ssues between key
st akehol ders that have conflicting or conpeting interests, and establishing
nmechani sns for enforcenent. Moreover, because security at ports is a concern
shared anong federal, state, and |ocal governnments, as well as anong private
comrercial interests, the issue of who should pay to finance antiterrorism
activities may be difficult to resol ve.

Communi cations is an exanple of an area for which standards have not yet
been devel oped, but various energency managers and other first responders
have continuously highlighted that standards are needed. State and | ocal
governnents often report that there are deficiencies in their conmunications
capabilities, including the |lack of interoperable systens. The nati onal
strategy recognizes that it is crucial for response personnel to have and
use equi pnment, systens, and procedures that allow themto communi cate.
Therefore, the strategy calls for the proposed Departnent of Honel and
Security to develop a national comrunication plan to establish protocols
(who needs to talk to whom, processes, and national standards for

t echnol ogy acquisition. According to the national strategy, this is a
priority for fiscal year 2003 funding which ties all federal grant prograns
t hat support state and | ocal purchase of terrorism related conmunications
equi pnment to this comrunication plan.

Page 15 GAO- 02- 1013T

The establishnment of specific national goals and neasures for honel and
security initiatives, including preparedness, will not only go a | ong way
towards assisting state and |local entities in determ ning successes and
areas where inprovenent is needed, but could al so be used as goal s and
performance neasures as a basis for assessing the effectiveness of federal
prograns. The Adm nistration should take advantage of the Governnent
Performance and Results Act (GPRA) and its performance tools of strategic

pl ans, annual performance plans and neasures, and accountability reports for
honel and security inplenentation planning. At the departnent and agency

| evel, until the new departnent is operational, GPRA can be a useful tool in
devel opi ng honel and security inplenentation plans within and across federal
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agenci es. Gven the recent and proposed increases in honeland security
funding, as well as the need for real and neaningful inprovenents in

pr epar edness, establishing clear goals and perfornmance neasures is critical
to ensuring both a successful and fiscally responsible effort.

The choi ce and design of the policy tools the federal governnent uses to
engage and involve other |evels of governnent and the private sector in
enhanci ng honel and security will have inportant consequences for perfornmance
and accountability. Governnents have a variety of policy tools including
grants, regulations, tax incentives, and information- sharing nmechanisns to
notivate or mandate ot her |evels of governnent or the private sector to
address security concerns. The choice of policy tools will affect
sustainability of efforts, accountability and flexibility, and targeting of
resources. The design of federal policy will play a vital role in

det erm ni ng success and ensuring that scarce federal dollars are used to
achieve critical national goals. The national strategy acknow edges the
shared responsibility of providing honeland security between federal, state,
and | ocal governnents, and the private sector and recognizes the inportance
of using tools of governnent such as grants, reqgulations, and information
sharing to inprove national preparedness.

The federal governnent often uses grants to state and | ocal governnents as a
nmeans of delivering federal assistance. Categorical grants typically permt
funds to be used only for specific, narrowy defined purposes. Block grants
typically can be used by state and | ocal governnents to support a range of
activities ainmed at achieving a broad, national purpose and to provide a
great deal of discretion to state and |ocal officials. In designing grants,
it is inmportant to (1) target the funds to states and localities with the
great est need based on highest risk and | owest capacity to neet these needs
fromtheir own resource bases, (2) discourage the Appropriate Tools

Need to Be Selected for Providing Assistance
G ants
Page 16 GAO 02- 1013T

repl acenment of state and |ocal funds with federal funds, commonly referred
to as supplantation, with a maintenance- of- effort requirenent that
recipients maintain their |evel of previous funding, and (3) strike a

bal ance between accountability and flexibility. At their best, grants can
stinmul ate state and | ocal governnents to enhance their preparedness to
address the unique threats posed by terrorism ldeally, grants should
stimul ate higher |evels of preparedness and avoid sinply subsidizing | ocal
functions that are traditionally state or local responsibilities. One
approach used in other areas is the ?seed noney? nodel in which federal
grants stinmulate initial state and |ocal activity with the intent of
transferring responsibility for sustaining support over tine to state and
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| ocal governnents.

Recent funding proposals, such as the $3.5 billion block grant for first
responders contained in the president?s fiscal year 2003 budget, have

i ncl uded sone of these provisions. This grant would be used by state and

| ocal governnents to purchase equipnent; train personnel; and exercise,
devel op, or enhance response plans. Once the details of the grant have been
finalized, it wll be useful to exam ne the design to assess how well the
grant will target funds, discourage supplantation, and provide the

appropri ate bal ance between accountability and flexibility, and whether it
provi des tenporary ?seed noney? or represents a long- term funding
comm t ment .

QO her federal policy tools can al so be designed and targeted to elicit a
pronpt, adequate, and sustai nable response. In the area of regulatory
authority, the federal, state, and | ocal governnments share authority for
setting standards through regulations in several areas, including
infrastructure and prograns vital to preparedness (for exanple,
transportati on systens, water systens, and public health). In designing
regul ati ons, key considerations include how to provide federal protections,
guar antees, or benefits while preserving an appropriate bal ance between
federal and state and | ocal authorities and between the public and private
sectors. Regul ati ons have recently been enacted in the area of
infrastructure. For exanple, a new federal mandate requires that | ocal
drinking water systens in cities above a certain size provide a

vul nerability assessnent and a plan to renedy vulnerabilities as part of
ongoi ng EPA reviews, while the Transportation and Aviation Security Act
grants the Departnent of Transportation authority to order depl oynment of

| ocal | aw enforcenent personnel in order to provide perineter access
security at the nation?s airports.

I n designing a regul atory approach, the chall enges include determ ning who
will set the standards and who w Il inplenent or enforce them Regul ations
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Several nodels of shared regulatory authority offer a range of approaches
that could be used in designing standards for preparedness. Exanples of

t hese nodel s range from preenption through fixed federal standards to state
and | ocal adoption of voluntary standards formul ated by quasiofficial or
nongovernnental entities. 9

As the adm nistration noted, protecting Anerica?s infrastructure is a shared
responsibility of federal, state, and |ocal governnent, in active
partnership with the private sector, which owns approxi mately 85 percent of
our nation?s critical infrastructure. To the extent that private entities
will be called upon to inprove security over dangerous materials or to
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protect critical infrastructure, the federal governnment can use tax

I ncentives to encourage or enforce their activities. Tax incentives are the
result of special exclusions, exenptions, deductions, credits, deferrals, or
tax rates in the federal tax laws. Unlike grants, tax incentives do not
generally permt the sanme degree of federal oversight and targeting, and
they are generally available by formula to all potential beneficiaries who
satisfy congressionally established criteria.

Since the events of Septenber 11th, a task force of mayors and police chiefs
has called for a new protocol governing how | ocal | aw enforcenent agencies
can assi st federal agencies, particularly the FBI. As the U S. Conference
of Mayors noted, a close working partnership of federal and | ocal |aw

enf orcenment agenci es, which includes the sharing of information, wll expand
and strengthen the nation?s overall ability to prevent and respond to
donestic terrorism The USA Patriot Act provides for greater sharing of

i nformation anong federal agencies. An expansion of this act has been
proposed (S1615; H R 3285) that would provide for information sharing
anong federal, state, and | ocal |aw enforcenent agencies. In addition, the

| nt ergover nnental Law Enforcenent |Information Sharing Act of 2001 (H R
3483), which you sponsored, M. Chairnman, addresses a nunber of information-
sharing needs. For instance, the proposed | egislation provides that the
Attorney General expeditiously grant security clearances to Governors who
apply for themand to state and | ocal officials who participate in federal
counterterrori smworking groups or regional task forces.

9 For nore information on these nodels, see U S. General Accounting Ofice,
Regul atory Prograns: Bal ancing Federal and State Responsibilities for
Standard Setting and I nplenentation. GAO 02- 495 (Washington, D. C: March
20, 2002). Tax Incentives

| nf ormati on Shari ng
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The national strategy al so includes several information- sharing and systens
initiatives to facilitate dissemi nation of information fromthe federal
governnent to state and |ocal officials. For exanple, the strategy supports
bui | di ng and sharing | aw enforcenent databases, secure conputer networks,
secure video tel econferencing capabilities, and nore accessi ble websites. It
al so states that the federal governnent will nmake an effort to renove
classified information fromsone docunents to facilitate distribution to
nore state and | ocal authorities.

The recent publication of the national strategy is an inportant initial step
i n defining honeland security, setting forth key strategic objectives, and
specifying initiatives to inplenment them The proposals for the Departnent
of Homel and Security represent recognition by the adm nistration and the
Congress that nmuch still needs to be done to i nprove and enhance the
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security of the Anerican people and our country?s assets. The proposed
departnent will clearly have a central role in the success of efforts to
strengt hen honel and security, and has primary responsibility for many of the
initiatives in the national honeland security strategy.

Mor eover, given the unpredictable characteristics of terrorist threats, it
is essential that the strategy be inplenented at a national rather than
federal level wth specific attention given to the inportant and distinct
roles of state and | ocal governnents. Accordingly, decision makers will have
to bal ance the federal approach to pronoting honel and security with the

uni que needs, capabilities, and interests of state and | ocal governnents.
Such an approach offers the best prom se for sustaining the |evel of

comm tment needed to address the serious threats posed by terrorism

This conpletes ny prepared statenent. | would be pleased to respond to any
gquestions you or other Menbers of the Subconmttee may have.

For further information about this testinony, please contact ne at (202)
512- 9573 or JayEtta Hecker at (202) 512- 2834. Other key contributors to
this testinony include Matthew Ebert, Thomas Janes, David LavernyRafter
Yvonne Pufahl, Jack Schul ze, and Anelia Shachoy. Concl usion
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Honmel and Security: New Departnent Could | nprove Coordination but My
Conplicate Priority Setting. GAO 02- 893T. Washington, D. C: June 28,
2002.

Honmel and Security: New Departnent Could | nprove Coordination but My
Conplicate Public Health Priority Setting. GAO 02- 883T. Washington, D. C.:
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Honmel and Security: Proposal for Cabi net Agency Has Merit, But |nplenentation
WIIl Be Pivotal to Success. GAO- 02- 886T. Washington, D. C.: June 25, 2002.

Honmel and Security: Key Elenents to Unify Efforts Are Underway but
Uncertainty Remains. GAO 02- 610. Washington, D. C: June 7, 2002. Rel ated
GAO Pr oduct s

Honel and Security
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Nati onal Preparedness: Integrating New and Exi sting Technol ogy and
Information Sharing into an Effective Honel and Security Strategy.

GAO- 02- 811T. Washington, D. C : June 7, 2002.

Honmel and Security: Integration of Federal, State, Local, and Private Sector
Efforts Is Critical to an Effective National Strategy for Honel and Security
GAO 02- 621T. Washington, D. C.: April 11, 2002.

Conbating Terrorism Enhancing Partnershi ps Through a National Preparedness
Strategy. GAO 02- 549T. Washington, D. C: March 28, 2002.

Honmel and Security: Progress Made, More Direction and Partnership Sought.
GAO- 02- 490T. Washington, D. C.: March 12, 2002.

Honmel and Security: Challenges and Strategies in Addressing Short- and Long-
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Honmel and Security: A Ri sk Managenent Approach Can Gui de Preparedness
Efforts. GAO- 02- 208T. Washington, D. C: Cctober 31, 2001.
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Conbating Terrorism |Intergovernnental Cooperation in the Devel opnent of a
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Washington, D. C: April 2, 2002.

Conmbating Terrorism Enhancing Partnerships Through a National Preparedness
Strategy. GAO 02- 549T. Washington, D. C.: March 28, 2002.

Conbating Terrorism Critical Conponents of a National Strategy to Enhance
State and Local Preparedness. GAO 02- 548T. Washington, D. C.: March 25,
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Conbating Terrorism Intergovernnental Partnership in a National Strategy to
Enhance State and Local Preparedness. GAO 02- 547T. Washington, D. C
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Conbating Terrorism Key Aspects of a National Strategy to Enhance State and
Local Preparedness. GAO 02- 473T. Washington, D. C.: March 1, 2002.

Conmbating Terrorism Considerations for Investing Resources in Chem cal and
Bi ol ogi cal Preparedness. GAO- 01- 162T. Washington, D. C: QOctober 17, 2001.

Conbating Terrorism Selected Chall enges and Rel ated Recommendati ons. GAG
01- 822. Washington, D. C.: Septenber 20, 2001.
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| mpl enent ati on and Managenent. GAO 01- 909. Washington, D. C.: Septenber
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Conbating Terrorism Comments on H R 525 to Create a President?s Counci
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Conbating Terrorism GCbservations on Qptions to Inprove the Federal
Response. GAO- 01- 660T. Washington, D. C.: April 24, 2001.
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Destruction Training. GAO NSIAD 00- 64. Washington, D. C.: March 21, 2000.
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Conmbating Terrorism Need for Conprehensive Threat and R sk Assessnents of
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Bioterrorism Review of Public Health and Medi cal Preparedness.
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FEMA and Arny Must Be Proactive in Preparing States for Energencies. GAG
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Managi ng for Results: Progress in Linking Performance Pl ans with Budget and
Fi nancial Statenents. GAO 02- 236. Washington, D. C.: January 4, 2002.

Results- Oriented Budget Practices in Federal Agencies. GAO 01- 1084SP.
Washi ngton, D. C : August 2001.
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01- 159SP. Washington, D. C.: Novenber 2000.
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and Program Overlap. GAO AIMD- 97- 156. Washington, D. C : August 29, 1997.

Governnment Restructuring: ldentifying Potential Duplication in Federal
M ssi ons and Approaches. GAQ T- AIMD- 95- 161. Washington, D. C: June 7,
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Performance Information. GAO GG&E- 98- 137. Washington, D. C.: June 22,
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Federal Grants: Design Inprovenents Coul d Hel p Federal Resources Go Further.
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GAQ AIMD- 95- 226. Washington, D. C: Septenber 1, 1995. Budget and
Managenent

Grant Design

(450150)
*** End of docunent. ***
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